I—r=0s

Uucs

(Unified Communications Solution)

Server

Installation & Administration
Guide

@ LG-NQRTEL



imr=0C= UCS Server Installation & Admin Guide

Issue 1.0
Issue 2.0
Issue 3.0
Issue 4.0
Issue 4.1

Feb. 07
Jul. 08
Aug. 09
Jan. 10
Mar. 31

Revision History

Initial release

Update for new GUI and features

Update for new release and added MS Vista-related content
Update for Web Link/Multi Web Link and User Feature Restriction
Update for Distributed Server Operation and Configuration

Copyright© 2009 LG-Nortel Co. Ltd. All Rights Reserved

This material is copyrighted by LG-Nortel Co. Ltd. Any unauthorized reproductions, use or disclosure of this material, or any part thereof, is strictly
prohibited and is a violation of Copyright Laws. LG-Nortel reserves the right to make changes in specifications at any time without notice. The
information furnished by LG-Nortel in this material is believed to be accurate and reliable, but is not warranted to be true in all cases.

LG-Nortel and iPECS are trademarks of LG-Nortel Co. Ltd.

All other brand and product names are trademarks or registered trademarks of their respective companies.



imr=0C= UCS Server Installation & Admin Guide

Table of Contents

R [ 01 oo [0 Tod o] o ISP UPURRPRRPS 3
2. Installation and SETUP ......ccveiieiie e 4
2.1 SEIVEr REQUITEIMENTS .....i ittt ittt stee sttt sttt sttt e s et et esbeesbe e b e sbeenbeenbesneenbeeneenreas 4
2.2 IPECS System Set-up License and LOCK K&Y ........ccooeeiiiiiiiiiiiie e 5
2.2.1  License & Lock-Key INStallation ...........ccceiuieiiiiiic s 5
2.2.2  IPECS System Database SEt-UD.........ccuciiiiiiiieiiiieie sttt sttt re e e 5

2.3 UCS INStallation and SELUD ......ccveiieerieiiesieee et e et sa e e e steenae e e saeeneenreas 5
2.3 1 VEIITY TS INSTAIL ..ottt 6

P B N | I =0 1= o G 7
2.3.3 UGS SBIVE .ttt b e bt bttt e bt e be e e bt e she e R b e R b e e bt e b e et e e ebe e nr e ne e 8
2.34  UCS Web Admin INSEAHATION .....o.viiiiiiiiee e s 12
2.3.5  Setup the Web Server Local Path ..o 13

3. Configuring IPECS UCS ...ttt 14
4. Launching IPECS UCS SEIVEN ......ccciiiiiieiie ittt 15
4.1 StArtiNg UCS SEIVET ....cviiieiicie ettt e s te et st e st e e sbe e e teesteanaesreesteeneenreas 15
4.2 UCS Server Manager Main MENU ........ccuoiieiieieiieiiee e esie e saeste et sae e saesseeneesneas 16
Y £S1 (=] 1 (Y 1= o [ PP PRTRTOPR 16
4.2.2 PIOCESS IMIBNUL ...ttt ettt b e st e ke e e s b bt e e s b b e e sab e e s be e e snbe e e nbneenneeas 17
T o 1< | IV =T o PSSRSO 17

4.3 Server Manager POPUP MENU .......ooiiiiieieiee ittt 17
G T R 1T VT g O] 1 o U LA o] S 18
4.3.2  Trace CONfIQUIALION.......ccciiiiiiiiiee ettt te e e sreene e e e 19

0. UGS OMS .. e ettt e e et e e nnb e e 20
T8 A 11 (0T [8 A o] o USRS 20
5.2 UUCS OMS ACCESS ....teeieietie et ettt et et ettt e e sbe e et e e ase e e abe e s he e et e e eae e e nbeeebeeanbeeesbeebeenaneenns 20
5.3 UCS OMS OPEIALION ....ccuviivieiieiestee sttt steete st e st sta et e ssaesteesaesnaestaeaesneesreenreaneenseens 20
5.3 1 UCS OMS SEHINGS ...cuveveieriieiiiieiisiesisteeste sttt see ettt sesbesestesestesesbe e sbeeeteseaseseeseseenennas 21
5.3.2 (0T Y (oL ST: o [T PO RTTPPOPRRTPRRI 23
5.3.3  LOQG MESSAGE HISIOIY .....uiiiiiiiieieiieieieei ettt 23
oI I  O [ Or S O 1= o ] =L LSS 24
5.3.5  UCS SEIVELE SEALUS ...ccutiitieitie ittt sttt ettt sttt et e be e b e e sbe e saeesbbesnbeanbeebeenreen 26
5.3.6  IPECS SYSIEM STALUS ....cveeiieiieiie e sieesiee st sieeste e e e e ste e sre e s e e s ae e te e sreesreesnaesneesnteenneenreenreeas 27

@ LG- HQRTEI- i iss. 2.5



imr=0C= UCS Server Installation & Admin Guide

6. UCS WED AUMIN ...t 28
6.1 UCS WeD AUMIN ACCESS. ....ueitieiieitieiieeiesiee sttt sttt ettt sbe st e st e sbeeeesreesbeeneesseenneens 28
6.2 UCS Web AdMIiN OPeratioN.........cccecieeiieiieiieie e etesteeste et sre et sreeae e e sreenesnaesneens 28

6.2.1  AAMIN PASSWOIT.......cuiiiiiiiitiiieitiie ettt bbbttt b bbbt eneas 29
6.2.2  AUMIN MESSATE ... veveeveiteetieste et ste ettt et e et e st e s te et e s te et e besseesbesbeeseesbeete e benteens e teaneenrenres 30
6.2.3  Database BaCkup SELtING .........coceriiiiiieiiiii e 31
T O (=g 2 L1 o] o OSSR 32
T TS o 1=To D] €= ox (o] oSS 35
6.2.6  Changeable FIelds SEttNG ......cccccviiieiie e e e reenre e 38
6.2.7  UCS ServiCed IPECS SYSIEBMS ......ociiiiiiiiieiie sttt ste sttt ste e st sta e e sbesnaeseenns 39
6.2.8 LDAP SEIVET ...ttt bbbttt 41
6.2.9  Schedule AdMINISITALOIS .. ...c.eiieiereeie ettt ste e e s ste e e e sbesneeneenns 41
6.2.10  SHhared SCREAUIE .......ooeieeeeee ettt et st e e sae e e e nae s e neeees 43
T R o 0 o= =SSR 44
B.2.12  SIP PAI8IMELEN ... .eiieiieiieitie ittt b et e et b e s b e e sbe e sbnesbbeesbeenneenbeenreen 46
I T 100 L= G =1 1 ] o PSSR 48
B.2.14  IMESSAGE LG .. .ciiiiiiitiii ittt ettt sttt b e bbb e be e ntbeenbeean 48
I T o 01T T I OSSPSR 49
T N T o 01T T =) OSSR 50
6.2.17  User Password INILIANIZE .........cccooiiiiieeie e 51
6.2.18  Client Version CompatibDility ..........cccoiieiiiiiiiir s s e e nree 51
I T (O 1 (= O o] o ISR 52
6.2.20 ICR Holiday ASSIGNIMENT........cccveiiiiiieie ettt sttt ste s e besneeseenns 52
B.2.21 WD LINK oo ettt et be e e abe e pe e reeareens 53
6.2.22  IMUILEWED LINK.....oviiiiciieicc ettt e b et snesbenne e eneas 54
6.2.23  User FEature RESIICIION ......ccoiieiiiiei ettt ees 56
6.2.24  ReStriction TEMPIALE........cciieeiee e e st e s s ee e e reenreens 58
B.2.25  STALUS ..ottt Rt E e b b st re e re e 59
LI T (= o To ] A PO UP RPN 63
6.2.27  DOWNI0Ad CHENE PrOGIAM .....c..oiiiiiieiieiiiiieti sttt 78

7. Trouble SNOOTING .....ceoiiiiie e 79
7.1 WINAOWS FIreWall SELHINGS ...c.ecveiieiece ettt ne e 79
7.2 EXternal FIreWall SEIINGS.....ccvouiiieieeie ettt enne e 81

@ LG'H@RTEI— i iss. 2.5



== UCS Server Installation & Admin Guide

1. Introduction

iPECS Unified Communications Solution (UCS) is a powerful suite of communication applications and

tools designed to seamlessly link multiple devices and applications. The system architecture illustrated
below displays the three components of iPECS UCS, the UCS Server, the UCS Clients and the iPECS
system, all connected over an IP network. Working with the iPECS system, iPECS UCS simplifies human
interaction and increases productivity allowing employees to access information and business tools using
any device, regardless of location. iPECS UCS Server integrates communications applications including
Instant Messaging and Presence indicator as well as real-time voice, video and file sharing with tools
including Call Recording, Individual Customized Call Routing, Shared and Private contact directories and
Schedule Management.

UCS Server operates using Microsoft Windows operating systems, see section 2.1. UCS Server also
requires WinPCap to assist in packet capture and postgreSQL as the database manager. iPECS UCS Sever
is comprised of several servers including the:

o Gateway Server — for Registration, Proxy and TCP Relay services
e Database Server — for database management services
o Application Server — for IM Chat, Schedule, Directory, History, ICR and diagnostic services

On the desktop, the iPECS UCS Client employs a user console allowing access to the various applications
and tools via a single, easily understood GUI. UCS Server manages unified communication sessions for
UCS Clients, linking to the iPECS system for phone status information and call handling. UCS Clients
can be in any network domain with encrypted communication between UCS Clients and UCS Server for

security.
Head Office Branch Office(1)
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iPECS UMS _ m iy - :
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2. Installation and Setup
Installation and set-up of the iPECS UCS Server is a multi-step process:

e Insure compatibility, Section 2.1

o Install the iPECS system lock key, and set up system for UCS, Section 2.2
o \Verify IIS install, Section 2.3.1

o Verify .NET install, Section 2.3.2

e Install UCS Server, Section 2.3.3

e Install UCS Web Admin server, Section 2.3.4

e Basic UCS set-up, Section 2.3.5.

Installation of the iPECS lock key and set-up is discussed in Section 2.2 and will require assistance of the
iPECS system administrator.

Typical installation of the IPECS UCS Server, postgreSQL DBMS and iPECS UCS Admin Server
requires at least 1 Giga byte of free hard drive space, and takes about 20 minutes to perform. Installation
may require that you have Administrative rights for the server platform where iPECS UCS is to be
installed. Prior to installation, the server and operating system should be verified for compatibility with the
IPECS UCS application. Assure that the PC and OS (Operating System) comply with the minimum
requirements of Section 2.1.  Also, assure the iPECS system employs version 5 or higher.

2.1 Server Requirements

The minimum requirements for the iPECS UCS Server PC is described below.
e CPU: Pentium Core2 Duo 3.0GHz
e Memory:2 Giga Bytes RAM
e Hard Disk:  Minimum 1 Giga Byte free space
e NIC: 100 Base-T or faster

iPECS UCS Server can run using the Microsoft Operating Systems below:
e Microsoft Windows 2008/2003 Server
¢ Microsoft Windows Vista Business/Enterprise/Ultimate Edition
e Microsoft Windows XP Professional

General Limitations:
o AllIPECS devices register to the iPECS system using a MAC address and IP address.

@ La-NQRTEL 4
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o If postgreSQL is installed in the server PC, it must be uninstalled before installing the UCS
server application package. Use the Add/Remove Programs in Control Panel to uninstall
postgreSQL.

e User Access Control (UAC) in Vista must be temporarily disabled to install the UCS Server
and UCS Web Admin.

e Windows XP is limited to 10 simultaneous network connections. For additional concurrent
web connections you need to use server class editions of Windows.

2.2 iPECS System Set-up License and Lock key

2.2.1 License & Lock-key Installation
IPECS UCS employs a concurrent-use or floating license, which is managed by each serviced iPECS

system. This license establishes the number of simultaneous active (logged-in) users. The license is
installed as a lock-key in the appropriate iPECS systems serving the UCS Clients. The installer of the
IPECS systems must install the lock-key prior to installation of iPECS UCS. Detailed instructions for
installation of the lock-key are available from your LG-Nortel authorized distributor.

2.2.2 iIPECS System Database Set-up
For proper operation and registration of the UCS Server with iPECS, the iPECS system database must

be properly configured as follows:

o MAC address of the UCS Server platform must be defined in the iPECS system Admin PGM
code 235 or the Remote Phone and CO Gateway Registration table. The MAC address of the
server can be determined using the “ipconfig” command at the C: prompt.

e iPECS must be configured with a UCS Station group in Admin Programming code 190

e UCS Station group must be assigned an Attribute Value of 1 in Admin Programming code 191.

For details, refer to the iPECS Admin and Maintenance Manual or the iPECS System Administrator.

2.3 UCS Installation and Setup
This section explains how to install the iPECS UCS Server and supporting applications. It is also

necessary that the Windows component IS (Internet Information Service) and Microsoft .NET
Framework 2.0 be installed prior to beginning installation, see Sections 2.3.1 and 2.3.2.

@ La-NQRTEL :
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2.3.1 Verify 1S Install
The Internet Information Services (11S) Windows component is required for proper operation of the
iPECS UCS Web Admin Server.

Windows 2008 Server
The following steps will ensure required I1S components are installed:

1. Run Start Menu -> All Programs -> Administrative Tools -> Server Manager.
2. Verify role "Web Server (11S)' is installed. If it's not, click Add Roles and add this role.
3. Expand 'Web Server (11S)' role.
4. Click 'Add Role Services' and add the required role services.
Web Server — Application Development — .NET Extensibility
Web Server — Application Development — ASP .NET
Web Server — Application Development — ISAPI Extensions
Web Server — Application Development — ISAPI Filters
Web Server — Management Tools — 11S6 Management Compatibility — I1S Metabase

Compatibility

Web Server — Management Tools — 11S6 Management Compatibility — 11IS 6 WMI
Compatibility

Web Server — Management Tools — 11S6 Management Compatibility — 1IS 6 Scripting
Tools

5. Click Next, and then click Install.
6. When installation is complete, close the wizard.

Vista
Please note that not all editions of Windows Vista have the Internet Information Services functionality.
To install 1S, perform these steps:

First go to the Control Panel and select Programs and Features.

From there, select Turn Windows features on or off"

Expand the Internet Information Services node, and then the Web Management Tools
and then the 11S 6 Management Compatibility.

4. Turn on these options on 1IS.

« Internet Information Services — World Wide Web Services — Application Development
Features — .NET Extensibility
Internet Information Services — World Wide Web Services — Application Development
Features — ASP
Internet Information Services — World Wide Web Services — Application Development
Features Web Server — Application Development — ISAPI Extensions
Internet Information Services — World Wide Web Services — Application Development
Features Web Server — Application Development — ISAPI Filters
Internet Information Services — Web Management Tools — 11S6 Management

@ LG-NERTEL i
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Compatibility — 11S Metabase Compatibility

Internet Information Services — Web Management Tools — 11S6 Management
Compatibility — 11S 6 WMI Compatibility
Internet Information Services — Web Management Tools — 11S6 Management
Compatibility — 11S 6 Scripting Tools

5. Click OK.

Windows 2003 Server
To help minimize the attack surface of the server, 1S 6.0 is not installed on Windows Server 2003 by
default. To install 1S, perform the following steps:
1. Click Start>Control Panel and Add or Remove Programs.
2. Click the Add/Remove Windows Components button in Add or Remove Programs.
3. On the Windows Components window, click on the Application Server entry and click
the Details button.
4. On the Application Server page, verify I1S is checked. If it is not, click on the I1S check
box.
Click OK on the Application Server dialog box.
Click Next on the Windows Components dialog box, then IIS Server Installation in
progress.
7. Click Finish on the Completing the Windows Components Wizard page.

Windows XP
The Internet Information Server (11S) is not installed by default with a standard Windows XP Pro
installation. To install 11S, perform the following steps:
1. From the Windows Control Panel, select Add/Del Program then click on Add/Delete
Windows Component.
2. At the Windows Component Wizard screen (shown), verify IS is checked. If it is not,
click on the 11S check box.
3. Click Next to complete installation.
NOTE: This may require the original Windows CD when prompted to install 11S.

2.3.2 .NET Framework
Microsoft’s .NET Framework 2.0 or above version must be installed on the server PC for proper

operation. Verify that the .NET Framework 2.0 or above version is installed.

Windows Server 2008
The following steps will ensure required .NET Framework components are installed.

1. Run Start Menu -> All Programs -> Administrative Tools -> Server Manager.
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2. In the Features section of the Server Manager home page, make sure .NET Framework' is
installed. If it is not installed, click Add Features and add this feature.

3. Click Next, and then click Install.

4. When installation is complete, close the wizard.

Vista
To install .NET Framework, perform these steps:

Access the Control Panel and select Programs and Features.
To access the Windows features screen, click on the option labeled ‘Turn Windows
features on or off.’

3. The Windows Vista Feature List window will open displaying all the Features available
for your version of Vista.

4. At the Windows Features screen (shown), verify *.NET Framework’ is checked. If it is
not, click on the .NET Framework check box.

5. Click OK.

Windows 2003 Server & Windows XP

1. Verify that the .NET Framework is installed by checking in the Add/Remove Programs
list in the Control Panel. If the .NET Framework is not listed, insert the iPECS UCS CD
ROM into the PC CD-ROM drive.

2. In the IPECS UCS CD-ROM directory, open the Web Admin folder and select the
dotnetfx2(x86).exe file. This will install the .NET Framework 2.0.

NOTE: Download and install the 64-bit support .Net Framework version 2.0 redistributable

package when the server PC is 64-bit platform.

2.3.3 UCS Server
The IPECS UCS CD-ROM contains the installation programs for the UCS Server application,
postgreSQL DBMS, WinPcap, and UCS Web

Admin Server.

UGS Server - InstaliShield Wizard [EJ

‘Welcome to the InstallShield Wizard for UCS
Server

To install the UCS Server application:

1. Insert the iPECS UCS CD ROM into the
PC CD-ROM drive; the UCS Server
Install Wizard should appear. If not,
browse the main directory of the CD for
and run “Setup.exe” to start the Installer.

2. Inthe Install Wizard screen, click Next.

The InstallShield® Wizard will ingtall UCS Server on your
computer. To continue, click Next.

Mext | Cancel |
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3. The Software License Agreement window [
appears. Read and accept the license terms Hbs:senverlicense Ameement - |
and click Next.

The airm of this contract is for deciding items about using senice after e
install UCS client program distributed by LG-Mortel.

1. The sole copyright for server and client program used in UCS
setvice belongs to LG-Nortel.

2. Serice coverage - UCS service means the serice such as
voicedviden call, presence, IM, collaboration etc between UCS 3
server and UCS client program distributed by LG-Martel.

3. User who installed this client program can use IM, presence,
voicefvideo call and collaboration functions supplied by UCS
SErver. ¥

* { accept the terms of the license agreement PErint

" | donot accept the terms of the license agreement

< Back Mest » | Cancel ]

4. In the Customer Information WIindow, [ emmm——

Customer Information

enter a user and company name, and click
Next.

Please enter your information.

Llser Mame:

]Your Marme

Company Mame:

]Your Cormpary Mame

Install this application for:

&+ Anpone who uzes this computer [all uzsers)

 Only for me (ucs)

< Back Mewt » | Cancel ]

UCS Server - InstallShield Wizard

5. Select a Setup Type; Typical is
recommended.

Setup Type
Select the setup type ta install.

Click. the type of setup you prefer, then click Mext.

* Typical Program will be installed with the most common options. Recommended for
most Lsers.

" Compact  Program wil be installed with minimumn required options

™ Custorn “r'ou may select the oplions you want to install. Fecommended for advanced
users

< Back Mewt » | Cancel
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6. In the Destination Location window, you
may either accept the default destination
(C:\Program Files\UCS Server), which is
recommended, or use Browse to locate a
different directory or specify a directory.

NOTE: When specifying a directory, do not
include spaces or special characters.

7. Click Next; all elements and
documentation are installed.

8. Click Finish to close the InstallShield
Wizard.

postgreSQL Installation

iPECS UCS employs an object-relational database
management system (postgreSQL) from the University
of California at Berkeley as the database manager.
Typically, 200 MB of free hard-drive space is required.
The database space requirements will grow as the
various iPECS UCS databases are populated. Be sure
to plan-ahead for the amount of data you will be storing.

UCS Server - InstallShield Wizard

Choose Destination Location A
Select folder where setup will install files. S d |

Setup will install UCS Server in the following falder.

To install to this folder, click Mest. Toinstall to a different folder, click Browse and select
another folder.

Destination Folder

Browse...

C:\Program FilleshUCS Servert

< Back Mewt » |

Cancel ]

UCS Server - InstallShield Wizard

InstallShield Wizard Complete

Setup has finished instaling UCS Server on your computer.

a0

& PostgreSQL

\J

Installing...

Service: PostgreSOL Database Server 8.1

Starting services

[IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII

| Cancel

NOTE: Trying to install postgreSQL on a system lacking sufficient disk space is potentially
dangerous! Before installing postgreSQL, we recommend that you check your file system and ensure
at least 1 GB of free hard-drive disk space is available in the installation partition.

@ La-NQORTEL
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1. The UCS Server Installer creates postgreSQL

datab d tabl g Creating UC Database SCHEMA & TABLE
databases ana taples. .

WinPcap Installation

WinPcap is a-standard tool for link-layer network _
# WinPcap 4.0.2 Setup & 3

access in the Windows environment. It allows \ ))?nPch WinPcap 4.0.2 Installer

Welcome ko the WinPcap 4.0.2 Installation Wwizard

applications to capture and transmit network

. . -]
packets bypassing the protocol stack and includes This product is braLght to you by
kernel-level packet filtering, a network statistics c AC E
engine and support for remote packet capture. The TECHNOLOGIES
WinPcap Installer is imbedded in the UCS Server
Installer, and opens at the end of the postgreSQL
installation. H
Nullsaft Install System vz, 16
1. In the WinPcap Setup window, click Next to T | concel |
install WinPcap; the WinPcap Software
License Agreement window will appear.
@ WinPcap 4.0.2 Setup M= B3
. . . . > License Agreement
2 . CI ICk I Ag ree tO COI’]tI nue the InStﬂ' I atl on. ( E))_l' nPcaP Flease reviw the license terms before installing WinPcap 4.0.2,
The WinPcap installer will begin copying
Press Page Down to see the rest of the agreement.
fl |eS OntO yOUI’ hal’d d |Sk “opyright () 1999 - 2005 MetGroup, Politecnico di Toring (Ttak, ﬂ
Copyright (c) 2005 - 2007 CACE Technologies, Davis (California).
Al rights reserved,
i i i Red\s_trihutinn ‘_and use in source and hinar}f fnrms, with or without modification, are
N OT E If the WI n PCap I nSta| I er i nd ICateS permitted provided that the Following conditions are met:
. . . . . 1. I'«‘dgtc_listributéophs off ﬁour_ce ?dT |_'nust retain the above copyright notice, this list of
Wl nPcap IS al ready InS'[a| Ied , SI mply CI | Ck O K to ;?Tl;clllos?llf;tlonselnoblong;;gfoﬁn: ﬂ?setr;eproduce the abowve copyright notice, this list of
conditions and the Following disclaimer in the documentation andfor other materials j

cancel the WinPcap installation.

If you accept the kerms of the agreement, click I Agree ko continue, You must accept the
agreement ka install WinPcap 4.0.2,

IWullsaft Install System v, 16

< Back. I I Agree I Cancel |

 WinPcap 4.0.2 Setup [_ [ =]
3. After successful installation of WinPcap,

click Finish to exit the wizard.

Completing the WinPcap 4.0.2
Setup Wizard

WinPcap 4.0.2 has been installed on your computer.

Click Finish ko close this wizard,

< Back TR pom—
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2.34 UCS Web Admin Installation
IPECS UCS employs a Web based Administrative system. After installation of the UCS Server, refer
to Section 2.3.3, the UCS Web Admin Server should be installed.
1. Inthe iPECS UCS CD-ROM directory, open the Web Admin folder.
2. Double click the Setup.exe file.

NOTE: If 1IS and .Net Framework are not installed, you may see a warning dialog before the UCS
Web Admin wizard is opened. We recommend both 11S and .NET be installed before proceeding, see
Sections 2.3.1 and 2.3.2.

3. When the UCS Web Admin Install Wizard
appears, click Next.

i& UCS Web Admin - InstallShield Wizard 3]
Welcome to the InstallShield Wizard for UCS
web Admin

The InstallShigld{R) Wizard will install UCS Web Admin an wour
computer, To continue, click Mext.

WARNING: This program is protected by copyright law and
international treaties,

4. The Install Progress window displays the status

i UCS Web Admin - InstallShield Wizard

of the installation process. Installing UCS Web Admin

The program Features vou selected are being installed.

|  Please wait while the Installshield Wizard installs LICS W'eb Admin. This may
take several minutes,

Status:

Copying new files

[ |
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5. When all files have been downloaded, the — ERCEREX LRI NS X

Installation Completed window is shown;
click Finish to close the window.

InstallShield Wizard Completed

The InstallShield Wizard has successfully installed UICS Web
#Adrmin, Click Finish to exit the wizard,

2.35 Setup the Web Server Local Path
This section covers setup of the OS to adjust the path in the Web Admin if it was changed from the
default drive. If the UCS Web Admin program is not installed to the C drive of the UCS Server PC,
the Web.config file must be modified.

To change the drive name in the upload path:
1. Open the Web.config file in a text editor,
2. Modify the upload and client local path matching the hard drive with UCS Web Admin.
3. Save the modified Web.config file.

@ LG- HﬂRTEL 13 iss. 2.5
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3. Configuring iPECS UCS

After installation is complete, the iPECS UCS Server must be properly configured with information on

the iPECS systems and UCS Client users. The following steps are required to configure the iPECS UCS
Server to service various iPECS systems and UCS Clients.

1. Open your browser; enter http://localhost/ucs at your browser.
2. Enter your User ID and Password then click Login.
e Once the iPECS UCS Server installation is successfully completed, an administrator account
is provided.
e The default User ID is administrator and the default Password is ucsadmin, both are case-
sensitive.
e AlJava Runtime Environment (JRE) must be installed on the PC, otherwise login will fail. For

security reasons, your password will be encrypted using JRE during login.

2 Welcome to Unified Communications Solution - Microsoft Internet Explorer |:||E||Z|
File Edit Wiew Favorites Tools Help .'?f’
[ [ / i : = :
_) Back -\‘) |ﬂ @ f_h /':\ Search \;\r Favorites @ [‘r-_-_-:; i "‘S\F .ﬁ
Address |@ httpifflocalhostfucs) V| Go Links **

Welcome to Unified Communication Solution

Language | English b

User IC |administrator

Passward ||

Wb Administration

&] Dore &) Local intranet

3. Register iPECS system information in iPECS UCS Server, see Section 6.2.7.

4. Register iPECS UCS Server information into iPECS, see Section 2.2

5. Double-click the UCS Server shortcut to start, UCS Server. Verify UCS Server is interconnected with
iPECS.

6. An account is required for a user to login an iPECS UCS Client. Accounts for each UCS user must be
opened in the Shared directory, see Section 6.2.5.
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4. Launching iPECS UCS Server
After installation is complete, the iPECS UCS Server can be launched. During installation, iPECS UCS
creates two shortcut icons on the desktop (shown): one to launch iPECS UCS

&2 \
Server Manager and one to launch the UCS OMS. In place of the shortcut, the IELI) ;r Y
application can be launched from the UCS item in the Windows start menu or UGS Server UCS SESWW

Manager
Program Files. Also, each time the OS is started the UCS Server Manager is
executed.

NOTE: Before launching the iPECS UCS Server application, UCS Server must be properly installed and
configured, see Sections 2 and 3.

4.1 Starting UCS Server
The IPECS UCS Server application is launched by opening the UCS Server Manager:

1. Double-click the UCS Server 1Bl
System Process Help
Manager shortcut the Process/Service | state | connection | Type | started | stopped |
! PostgreSQL Running nfa Service
. . Gateway Server Process  Running n/a Process
ServerManager window will open, Chatting Process Stooped ... Process
Directary Process Stopped Process
. . Diagnaosis Process Running Process 2009-04-29 2= 1.
dlsplaylng the Status Of the server ICR/Presence Process Stopped ... Process
UCS Web Service Installed nfa ‘Web Svc
component processes. Starting up...
.PostgreSQL : Running...
- .UCS Web Service : Installed...
The |PECS UCS Server .Runmn; : C?Wr}écrigralzﬁ :n::wucs ServerwGatewayWUCGatewayServer_.exe... Executing...

.Gateway Server : Running...
.Running : C:¥Program Files¥UCS ServertApplicationWUCDiagServer. exe... Executing...

Manager and its processes
automatically start each time the
OS is started.

Each process can be executed
manually by selecting the process
from the UCS Server Manager
menu.

The UCS Server Manager shows the status of each process including postgreSQL (database), Gateway
Server, Chatting, Directory, ICR/Presence, and Diagnosis. The connection column indicates if the
process is connected to the database and gateway server. The manager also shows the process Type
(Service, Process, etc.) and the time the process was started and/or stopped.

NOTE: Windows Firewall may block certain processes and display the Security Alert screen. The UCS
Server processes must be unblocked. The firewall can be programmed to always unblock a program,
refer to Section 7.1 or select Unblock in the Security Alert screen.
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%= Windows Security Alert f'5__<|

zome features of thiz program.

“b—‘ To help protect your computer, Windows Firewall has blocked

Do you want to keep blocking thiz program?

Mame:  UCDiagServer

H:‘_E-.I FPublizher: Unknown

k.eep Blocking % l Unblock, ] [ Azk Me Later

“windows Firewall has blocked this program from accepting connections from the
Internet or a netwark. [F vou recognize the program or trust the publisher, you can
unblock it. When should | unblock a program?

4.2 UCS Server Manager Main Menu
The iPECS UCS Server Manager Main menu includes:

Main Menu
e System - start and stop all UCS Server processes.
e Process - start and stop selected UCS Server processes.
e Help - provides information about iPECS UCS Server Manager.

421 System Menu
The System menu includes Start, Shutdown, Setup and Exit

(¥ ServerManager

selections. Start initiates all UCS Server processes. Shutdown e

stops all UCS Server processes. Setup configures all UCS Start | state
Server roles and defines the IP Addresses of the Gateway and shutdown Running
. ‘rocess | Runnin

Database Server. Exit closes the UCS Sever Manger program Setup Runmng

and stops all UCS Server processes. Ewit Running
Diagnosis Process Running
ICR/Presence Process Running
UCS Web Service Installed

|S1_—c|rting up...
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4.2.2 Process Menu

The Process menu includes selections
to Start and Shutdown selected UCS

i/ ServerManager

System | Process Help

Server processes. Process Gateway Server L
Postgre Force To Shutdown  # Zhatting Process ice
Gateway Server PFrocess | RUn Direckary Process [255
Chatting Process Run| " Giagnosis Process [o5S
Directory Process Stor ICR /Presence Process (255
Diagnosis Process RN e = el 855
ICR/Presence Process Stopped Process
IJCS Web Service Installed n/a Web Svc

Il"i—-url—inn e

e Start — starts the selected process (running processes cannot be selected).

e Shutdown — stops the selected process (stopped processes cannot be selected).

4.2.3 Help Menu

Within the Help menu About can be selected to
display the version information of the iPECS UCS

Server Manager.

4.3 Server Manager Popup Menu

.,:. ServerManager
System Process | Help

| Connectior

Process/Service %Jﬂte
PostgreSOL unning nfa

Gateway Server Process

Running n/a

Chatting Process Running QK
Directory Process Running QK
Diagnosis Process
ICR/Presence Process Running QK
UCS Web Service Installed n/a

Right-clicking on a process displays the Manager
popup Menu. The popup Menu includes selections
for Start, Shutdown, Show and Hide.

i ServerManager

System Process  Help

Process/Service | State | Connection

PostgreSQL
Gateway Server Process

Running n/a
Running n/a

@ LG-NEORTEL -

Chatting Process Running QK
Directory Process Running QK
o |OK |

Skark

ICR/Presence Pro a 0K

UCS Web Service  Sodtdown Ly g
Show

Starting up... Hide

PostgreSqQL : Rur

UCS Web Service  Properfy

LRunning @ C¥PrograrT FIEsTULS ServeritGateway-

Zatriermae Camenr « Doimminn
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e Start - initiates the selected process (running process cannot be selected).

e Shutdown - stops the selected process (stopped process cannot be selected).
e Show - displays the selected server window.

e Hide - hides the selected server window.

NOTE: The Property selection is for future use.
Selecting Show from the popup menu displays the window for the selected server including the Chatting,

Directory, ICR and Diagnosis servers. The menu in each server menu allows the administrator to manage
and troubleshoot the server, and delivers debug messages to the Administrator.

i il
Server Fie Edit Trace View Help Server Fie Edit Trace View Help

|®|E |2 |e|E|?

Ready /,_‘ Ready ’_I_//_,
0l x L=
Server File Edit Trace View Help Server File Edit Trace View Help

|® &% |®|E %

| |

Ready /_‘ Ready _//“

4.3.1 Server Configuration

The Server menu includes the Server Configuration, which -
B ucs pirectory Server

displays the Connection Configuration screen. ltems that can be [ soryer Fie Edit Trace View Help

defined include the IP Addresses of the Gateway and Database Start Server

Server. Stop Server

-

<
oever L

onfiguration

Exit
Change the configuration of the Directory ¢
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Connection Configuration [x]
—Gateway Server Setting
IP Address | 127.0.0.1
—Reconnection

|3D— seconds

—Database Server Setting

IP Address |12;.|3.|3.1

Resources I 10

4.3.2 Trace Configuration

The Trace Menu includes selections to activate and

g UCS Directory Server

Server File Edit | Trace WView Help
displayed are defined in the Trace Configuration | @B %2 Activate Trace

window. Erase Trace

erase the trace and Trace Configuration. Messages

Trace Configuration

To configure the Trace options:

1. Select Trace from the server window menu. Change the configuration of the trace information.

2. Select Trace Configuration.

3. Check or change the desired items in the - =
Trace Configuration Dialog window. ~ Trace Output Settings
4. Click OK to accept changes. I™ General Info
™ Detail Info
[T Debug Info

[~ server-server Message Info
¥ Server-Client Message Info

Client Key (Decmal) I

™ Server-FEY Message Infio

Cancel |
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5. UCSOMS

5.1 Introduction
UCS Operation Monitor Solution (OMS) automatically monitors the UCS Server, UCS Clients, and
connections to iIPECS systems in the UCS Server domain. In addition, the UCS OMS generates reports
and maintains logs of status and fault messages as defined in the UCS Web Admin. Employing the
monitoring and automatic reporting function, issues are often identified before users experience difficulty.

5.2 UCS OMS Access

When iPECS UCS Server is installed, two desk-top icons are created, the UCS Server Manager and
UCS Server OMS icons.

I []ucs server oms X I

To start UCS OMS:

1. Double-click the UCS OMS User D DR | [ Remember D
i ¥ Remember Password

icon located on the desktop. Pasgwiord  [Freeess |

[T Auto Log In

2. Enter your User ID and Setting {;5

Password to display the UCS
OMS window.
The default User ID and Password are administrator and ucsadmin and are case sensitive.

NOTE: If the Database Sever is run on a different IP host, it may be necessary to change the OMS
General Settings.

To change the OMS General Settings:
1. Double-click the UCS OMS icon located on the desk-top.

2. Select the Setting icon in the lower right corner of the login screen and follow the instructions in
Section 5.3.1.1.

NOTE: Once login is complete, these settings can only be viewed and not changed.

5.3 UCS OMS Operation
The UCS OMS window has two (2) major elements, the log controls and Setting tool on the right and the
Status view controls to the left.

e The log controls access the Setting menu and Status and Fault logs.

e The Status view controls display the status of Clients, Servers and iPECS systems served by
the UCS.

@ La-NORTEL N

iss. 2.5



== UCS Server Installation & Admin Guide

lE.IumsErweruusz.uAe O I
Né Setting
Q@ =
Server System Lclg Viewer

5.3.1 UCS OMS Settings
In the Option Setting screen under General characteristics, the time interval for updating status
information and screen views in the Client and System Status screens can be defined. Settings in the
UCS OMS application can be changed only when the Administrator is logged out with the UCS OMS
window Setting tool.

To view the Option

Option Setting ()
Setting screen:
0O ceneral General
1. Clickthe © Update Interval

[ AutoLogln
O cClient Status

o System Status

Setting Tool. 1ICS Application Server IP Address |

LIS Application Server Port Mumber |

UCS Database Server [P Address |

ook || Cancel

5.3.1.1 General
After initial login, the General item in the Option Setting window allows the Administrator to
enable/disable Auto Log In and display the IP address and port for the UCS Application Server and
the UCS Database Server IP addresses.

To automatically login to UCS OMS when the UCS OMS application is launched:
1. Check Auto Log In.

5.3.1.2 Update Interval
Update Intervals determine the duration between status updates for Clients, Servers, or iPECS systems.
The interval is separately defined for each.
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To modify the interval, perform the
following steps:

1. Select the desired interval box.

2. Enter the desired interval in
milliseconds. The interval can
be set for 3 to 60 seconds (in
msec).

3. Select OK to store any changes.

5.3.1.3 Client Status Column View

Dption Setting

®

O General

© Client status
o System Status

Status Update Interval

Client Status |pdate Interval [3,000 ~ £0,000 mzec) 5000

Server Status Update Interval (3,000 ~ 60,000 meec) (5000

Swsterm Status Update Interval (3,000 ~ 60,000 meec] (5000

ok || caneel |

The Client Status window, refer to Section 5.3.4, displays a number of items for each registered
client in a columnar format. Columns in the Client Status window can be hidden.

To remove a column from the

Client Status window:

1. Select Client Status.

2. Uncheck the box next to the
item(s) to be removed.

3. Click the OK button.

5.3.1.4  System Status Screen View

Option Setting ()
o General Client Status
© Update Interval [v %M Code [v MNumber
> JClient Status
© 5ystem Stat [v UserlD [v Name
ystem s

[v Mick Marme [v Department

[v IM [v Phaone

[v ‘wiebCam [w “ersion

Ok l [ Cancel

For each serviced iPECS system, the System Status window, refer to Section 5.3.6, displays a
number of items in column format. If desired, columns can be hidden using this screen.

To remove a column from the

System Status window:

1. Select System Status.

2. Uncheck the box next to the
item to be removed.

3. Click the OK button.

Dption Setting

© General
()] Update Interval
© dlient Status

Swstem Status

PBX System Status
v Status

v P &ddress

v “ersion

[ M Code

v License

Iv Site Mame
v Supstem

v Capacity

v Diate & Time

oK l [ Cancel
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5.3.2 Log Messages

Whenever an event or fault assigned for reporting occurs, a corresponding message is logged in the

message logs. Based on the log message handling options set in UCS Web Admin, the message will be

displayed in the Log Messages window. Refer to Section 6.2.1.4 for details.

To view the message log:

1. Click on the Log Messages control in the UCS OMS window.

Ill[ESerwerﬂHSZ.ﬂAe

ol

Server System

Ly
:&g Setting
Log Messages

To delete the messages in the Log Messages window:

1. Click Clear in the Log Messages window.
To save the messages to a text file:

1. Click Save As in the Log Messages window and
follow the normal steps to save a file.

5.3.3 Log Message History

I Log Messages (Connected)

ol

2008-04-23 16:22:20
MN1304 UCS Client Logout
LOQC: LUCS Directory Server
IMF:
USER. - UCS User 7 (ucuser?)
IP ADDRESS - 150,150.151.96
COMPLETED

2008-04-23 18:22:24
W 1305 UCS Client Login Fail
LOC: LUCS Directory Server
INF:
USER ID - ucuser?
IP ADDRESS - 150,150.151.96
CAISE - INVALID PASSWORD
COMPLETED

Y

b

@L} [56VEASH Clear ]

When an event or fault assigned to be saved occurs, a corresponding message is stored in the Log

Message History Table. Based on the log message handling options set in the UCS Web Admin, the

message will be saved in the table. Refer to Section 6.2.1.4 for details on handling options.

To view message history:

1. Click on the Log Viewer control in the UCS OMS window.
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I Log Viewer e @ I
Type *»  Date & Time Code Cause * Process »  Detail -
Motice 2008-04-23 | 1101 |PBX System Connected UCS ICR. Presence SITE MAME -Lab iPECS

15:43:56 Server IP ADDRESS - 192.168.131.18
SYSTEM TYPE: iPECS-300
Motice 2008-04-23 1103 |Presence Service Started UCS ICR. Presence SITE MAME -Lab iPECS
15:43:56 Server IP ADDRESS - 192.168.131.18
SYSTEM TYPE: iPECS-300
Motice 2008-04-23 [1303 |UCS Client Login UCS Directory USER. - UCS User 6 {ucusers)
16:20:52 Server IP ADDRESS - 150,150,131, 131
Motice 2008-04-23 | 1304 |UCS Client Logout UCS Directory USER - UCS User 6 {ucusers)
16:22:11 Server IP ADDRESS - 150,150,131, 131
Motice 2008-04-23 [ 1303 |UCS Client Login UCS Directory USER - UCS User 6 {ucusers)
16:22:12 Server IP ADDRESS - 150.150.131.131
Motice 2008-04-23 | 1304 |UCS Client Logout UCS Directory USER. - UCS User 7 {ucuser?)
16:22:20 Server IP ADDRESS - 150.150.151.96
Warning | 2008-04-23 | 1305 |UCS Client Login Fail UCS Directory USER ID - ucuser7
16:22:24 Server IP ADDRESS - 150,150,151.96 B8
CAUSE - INVALID PASSWORD w
2008-04-23 | [ Update ] [ Delete ] [De:‘ee‘e Aﬁr'l

To filter message history:

1. In the Log Viewer window, select the desired column header for filtering.
2. Click on the combo Box (down-arrow in column header).
3. Select filtering item
OR
4. Select Custom and input the appropriate conditions for filtering.

To delete a message:

1. Inthe Log Viewer window, click on the desired message.
2. Click Delete.

To delete all messages:
1. Click Delete All.

5.34 UCS Client Status
The UCS OMS monitors and displays the status of the UCS Client phone and status for IM.

To view the status of UCS Clients:
1. Click the Client status control to display the Client Status screen.

To filter the status window contents:

1. In the Client Status screen, select the desired column header for filtering.
2. Click on the combo box (down-arrow in column header).
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3. Select filtering item,
OR
4. Select Custom and input the appropriate conditions for filtering.

)| ciient status ol
Account: 140 Login: 5 Periodic Update [
WM Code | Mumber | User I Mame Midk Mame Department % % % % \Version s

4101 ucuser?  |UCS User [UCS User |BCS L4 R]|20AfF

4102 ucuserd  |UCS User (UCS User |BCS £ RI[|2.0af

4103 ucuserd  |UCS User [UCS User |BCS Ig | = 2.0Af

4104 sers s User s U ocs | (9 08 9 205
4105 ucusert  |UCS User [UCS User |BCS I= | ie 2.0Af =
4106 ucusery  |(UCS User |UCS User |BCS Ig | = 2.0Af "

aaaaiaaaasa

The Client Status window shows all UCS Client information and status. The refresh button (),
will update the status in real-time. The status information can be updated at regular intervals (default 5
seconds), by checking Periodic Update in the upper right corner of the screen. For each UCS Client,
the Client Status window shows:

e VN Code - voice networking code of host iPECS system.

e Number - telephone number for the UCS Client.

e User ID - ID associated with the UCS Client.

e Name - the name associated with the UCS Client.

¢ Nickname - the nickname associated with the UCS Client.

e Department - the department associated with the UCS Client.

e IM Status - IM status/Presence icon for the associated UCS Client.

e Phone Status - phone status icon for the associated UCS Client.

e Webcam Status - Webcam status icon for the associated UCS Client.

e Version - client version for the associated UCS Client.

The IM or Presence status icons are:

- Offline
:l. - Online
-u: - Busy
&1 - On the Phone
:lli: - Away

:1'5'1 - Be Right Back
i-’ - Qut to Lunch
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The Phone status icons are:
& - idle
2] - Busy, Ext Call Busy, Trunk Call Busy
L&) - Unavailable
== -DND
4= - Call Forward

The Web Cam status icons are:

: - Uninstalled
L= - Idle
&5 - Busy

L“@ - Unavailable

535 UCS Server Status
The UCS OMS monitors and displays the status of the various UCS Server components including the

Gateway, Database and Application severs and processes. The status is indicated by a colored button or
box next to the server or process designation, a green indicator for normal operation and red indicating
a server or process fault. The status information is updated at periodic intervals (default 5 seconds)
based on settings in the UCS OMS Option Settings screen.

To view the status of the UCS Server components:

1. Click the Server status control to display the Server Status screen.

For each server component, the UCS OMS displays the status of each process under control of the
server. The Server Status window displays:

e Server Name - unique default name of the UCS Server.

e Status - the name of the server or process, current status I T— OR I

for each UCS Server component and process (green

) Gateway Server

indicates normal operation, red indicates a connection 102.168.123.37
fault). () Database Server
e |P Address - IP address associated with each UCS 192.168.123.37

) Application Server

192.168.123.37
Chatting
Diagnosis

component server.

Directary
ICR Presence

@ LG- HﬁRTEL 26 iss. 2.5




—=0C= UCS Server

Installation & Admin Guide

5.3.6 iPECS System Status

The UCS OMS monitors and displays the connection status for each iPECS system linked to the UCS

Server.

To view the status of iPECS systems:

1. Click the System status control to display the System Status screen.

The System Status screen displays a list of linked systems and status for each. The refresh button

(L2 _]), will update the status in real-time. The status is indicated by the colored button at the

beginning of each row; green indicates normal operation and red indicates a fault. The status

information can be updated at regular intervals (default 5 seconds), by checking Periodic Update in the

upper right corner of the screen. Information displayed includes:

I PBX System Status

) |

Total: 6 Connected: 3

- Periodic Update [

Status Site Mame [P Address

0
e

System
Sales 192.168. 123, 195 (iPECS-CM
Marketing [ 192, 168,.123.30 |iPECS-MG

192.168.123.62
@ |Europe |192.168.131.18

e |l o aoisoiorsia

IPECS-LIK |96M-E.0Do

Version Capadty License VM Code Date & Time
30M-A. 5AC 20000 5005 2009/06/10 14:20:34
SaM-A. 0AF 324 10|77 2009/05/16 14:23:43

300

33

2009/06/08 10:47:41 | &

e Status - system status (green indicates normal operation, red indicates a connection fault).

e Site Name - name associated with the iPECS system site.

e |P Address -
e System - system type.
e Version - version of the system.

IP address of the system.

e Capacity - the maximum number of iPECS system users.

e License - the number of simultaneous UCS Client users licensed at each iPECS system.

e VN Code - voice networking code for each system.

e Date & Time - date and time status was received from the iPECS system.
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6. UCS Web Admin

6.1 UCS Web Admin Access
IPECS UCS Server is managed through the UCS Web Admin Server. The Admin server is accessed
using a Web browser. To access the UCS Web Admin application:

1. Open yOUf WEb brOWSGr. 3 Walceens 1o Unified Communications Solutien - Wiersseft Intarnat Fxplorar
2. Point the browser to the http://location of the

UCS Web Server (IP address or
partition)/ucs; the Login screen will appear.
NOTE: http://localhost/ucs should work if the

UCS Web Admin Server is locally installed.

3. From the drop-down menu, select the desired
Language (English or Local).

4. Enter your User ID, default is administrator.

5. Enter your Password, default is ucsadmin; for non-admin users, the User ID is employed as the
default password.

6. Click Login to display the UCS Web Admin window.

NOTE: the Java Runtime Environment (JRE) must be installed before login. If JRE is not installed the
web browser will recommend to install JRE. If JRE is installed properly and the UCS WebAdmin
login page is opened, the user can see the JRE tray icon. If JRE has not been installed, user can install
it manually by clicking the link on the UCS WebAdmin login page.

NOTE: UCS WebAdmin is optimized to run on Microsoft Internet Explorer.

6.2 UCS Web Admin Operation
The UCS Web Admin window is comprised of three parts:
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Wersion : B.SAe User 1D : administrator Admin Level - 1 Logout

Welcome to Unified Communication Solution

5] AMDH
- Admin Password
- Administrative Message
- Database Backup
B Directory

- Organization

- Shared Directory

- Changeable Fields
Configuration

- PEX System

- LDAP Server
Schedule Admin

- Schedule Administrator

- Shared Schedule
Option Setting

- Property

- SIP Parameter

m

5]

o

- Periodic Timer
- Warning/Motice Message
- Admin Level
- Admin Users
- Initialize Client Password
_ Client Versicn
Compatibility
- ICR Time QOption
- Heliday
- Web Link
B Status
B Report
- Download Client Program

e  Upper tool bar - identifies the user’s Admin level, and the Logout control.
o Left-side Navigation pane - shows and allows access to the available Admin screens.
¢ Right-side Admin screen - displays data for the selected screen.

Each UCS Web Admin screen includes a display of pertinent data and may include a menu bar with
controls for modifying and saving data.

To display a UCS Admin screen:
1. Select the desired Admin screen in the left navigation pane.

The following sections give detailed descriptions of the various Admin screens and any applicable
instructions for entering data.

6.2.1 Admin Password
In the Admin Password screen the user’s Admin login password can be modified. The password for a

UCS Client can be changed only by the specific UCS Client; other users and the Administrator cannot
change the password for another user.
NOTE: the Administrator can return client passwords and User IDs to default.
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&2 Admin Password

Save

Current Passwaord

New Password

Confirm Password

To update the Password for the UCS Client, perform the following steps:

1. From the Admin Screen, click on the Admin Password link; the Admin Password screen will
display.

2. Enter the Current Password, the New Password, and confirm the password in the Confirm
Password box.

3. Click Save to accept the change.

6.2.2 Admin Message

In the Admin Message screen the Administrator can send messages in real-time to on-line UCS
Clients. The message will also be sent to UCS Clients as they login. Each message can be up to 255
characters with a subject of 100 characters.

£ Admin Messages

[ Mew Message | [ Delete | [ Delts ANl | | Reload |

Date & Time 2008-04-15 11.46:54
Subject [Motice] UCS Client Upgrade version releazed

Contents UCS Client has been upgraded.
D Download and install new verion, pleaze.

Login User Send
Date & Time 2008-04-15 11:44:08
Subject [Motice] Server Restart
Contents Server program will be upgraded from 23:10 to 24:00.
D During that time, user cannot use UCS Client.
Thank you.
Legin User Send

Control buttons

¢ New Message - entry for a new admin message.
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o Delete - deletes selected messages.

o Delete All - deletes all messages.

e Reload - refreshes the current UCS Admin screen.
e Send - re-sends selected message.

The message window shown displays on the user’s |-*d'“‘”‘5”at°r Message

Date 2009-06-19 14:00:43
PC. Name Administrator
Title UCS Client 2.5 Release
Content UCS Client please install the new version.
Questions, please contact the administrator.

To send a message:

& Send Admin Message

1. Click New Message.
send

2. Enter the Subject, Destination
Subject [Motice] Server Restart
and Contents. Destination @ Al Users (O Login User

3. C“Ck Send to send the Contents |Server program wil be upgraded from 23:10 to 24:00.

During that time, uzer cannot use UCS Client.

message. Thank you.

Control buttons

e Send - sends new message.

e Exit - closes the Send Admin Message window.

6.2.3 Database Backup Setting
In the Database Backup Setting screen, Administrators may change settings of UCS Server database

backup function. The backup file can be used to restore the UCS Server database to the version in the
backup file.
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i Database Backup Setting

Weekday

(@ Every Monday () Every Tuesday () Every Wednesday () Every Thursday
@ Every Friday (O Every Saturday @ Every Sunday ©) Everyday
Time

@ 01:00 @ 0z00 © 0300 © 0400 © 0500 © 06:00

© o700 @ o000 © 0900 @ 10:00 @ 11:00 © 1200
@ 1300 © 1400 © 1500 @ 16:00 © 17:00 © 18:00
@ 1900 @ 20000 © 21:00 © 2200 © 23:00 © 24:00
Data Preservation Period

@ 1vear (0 2vears ()3 vears
Location

CAProgram File\UCS Server\DBbackuph

Control buttons

e Reload - refreshes the current UCS Admin screen.
e Save - saves the current UCS Admin screen.

Properties
e Weekday - sets the day of week to run the backup function.

e Time - sets the time of day to run the backup function.

e Data Preservation Period - selects the period to store backup data (expired data will be
deleted after the period).

e Location - shows local path for backup data (location and file name in the UCS Server where
the backup data is stored).

6.2.4 Organization

In the Organization screen, Administrators can make up organization charts of the company.
Administrator can create a new department, delete or rename it. Also specific departments can be
moved to another department. To import department names of shared users click on the Get
Department button. The organization chart can be seen using the UCS Client organization tab.
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&% Organization

Get Department | Add Rename

Delete

= Lol

CM Lser

Control buttons

e Get Department - import department information of shared users

e Add - add new departments
e Rename - rename a department
e Delete - delete departments

e Change Position - modify the position of selected departments

To add departments:

Click on the Add button.
Input the name of the new departments
Click OK button.

P w b e

Select the parent department where new child departments will be added.
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= Organization (Add)

CK Cancel

LG-Nortel

To rename departments:
1. Select the department that will be renamed.
2. Click on the Rename button.
3. Input the new name of the department
4. Click OK button.

i Organization (Edit)

OK Cancel

LG-Nortel

UCS User

To change the position of department:
Select departments to move.
Click Change Position button.
Select parent department

Click OK button.

el
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£ Change Office Department Position

oK Cancel

Selected Department Bl | LG-Mortel

UCS User

To delete a department:

1. Select the department(s) to delete.
2. Click on the Delete button.

6.2.5 Shared Directory
The Shared Directory screen displays contact information for the various user accounts within the UCS

Server as well as other contacts defined by the Administrator. In this screen, user account records and
contacts are added, deleted or modified. The directory can be searched, sorted and can be imported and
exported from an external Comma Separated Value (.csv) format file.
The Shared Directory has two types of users: internal and external users. Internal users are normal
UCS users that have an extension number and may have a UCS client User ID. External users do not
have a User ID and extension number.
There are three areas of the Shared Directory screen:
e Top of the screen - contains the menu with controls.
e Center of the screen - shows headers and directory records; selecting an underlined header
will sort the records by that column.
e Lower part of the screen - includes page count and navigation arrows to access additional
directory pages.
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& Shared Directory
Internal User - | [ Export ] [ Import ] [ Add ] [ Delete ] [ Edit ] | Change Department

MName | luser [Internal User 2101200, External User 20/2000, Clients 198/600] Confirmation from PBX
W HName Desktop Phone  Department User ID VN Code
[ ucsUser1 4100 BCS ucuserl 43
[[] UCSUser10 4109 BCS ucuser1d 438
[ ucsuser11 4110 BCS ucusertt 4a
[ ucsuser12 4111 BCS ucuser1z 4a
[ uCsuser13 4112 BCS ucuser13 4a
[ uCsuser14 4113 Application ucuserid 4a
[[] UCSUser15 4022 Application ucuser1s 4a
[[] UCSUser18 4117 BCS ucuser1s 4a
[ ucsUser2 4101 BCS ucuser2 4a
[[] UCsUserz 4102 BCS ucuser3 43

2_ *

Control buttons

e Export - exports Shared directory records to a .csv format file

e Import - imports Shared directory records from a .csv format file.

e Add - adds a new record to the directory.

e Delete - deletes selected records from the directory.

e Edit - edits an existing directory record.

e Search - searches the directory based on selected column (pull down list) and input in the
search box.

e Change Department - change the department name of all selected users

To add or edit a selected record:
1. Click Add or Edit to display the Contact Entry screen.
2. Enter the appropriate data for the record (items in bold ink are required fields).
3. Select Add to store the record.
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2 Shared Directory

Search

| Name

[Internal User 210/1200, External User 20/2000, Clients 198/600] || Confirmation from PBX

Hamel

| Hickname | |

Desktop Phone | | |

| | | Cellular Phone I:I

D Linked Pair Miew Phone Number Format

0fﬂceName|

|0fﬁoe Departmen‘l| |

Office Phone | | otfice Fax| |
Office Address| |

Home Phans | Home Address |

Email | |

vern ]

VN Cudel 43 BCS iPECS(IPECS-100)

[=]

Internal User

&2 Shared Directory

Mame

[Internal User 210/1200, External User 20/2000, Clients 198/600]

Mame

Nickname

Desktop Phone

Cellular Phone

I View Phone Mumber Format

Cffice Mame Office Department
Office Phone Office Fax
Office Address

Home Phone

Home Address

Email

Add | | Clear | | Cancel

External User

NOTE: The Desktop Phone number should be formatted as +country code (area code) number (ex.,

+82 (041) 123-1234)
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To import a .csv formatted file - - - - - -
You can import address information from CSV file into SHARED ADDRESS database. First, you will

for the director . need to format your CSV file. You can download already formatted example file in this web page. Or
y' you can create your own CSV file. After modifying your CSV file in your local PC, you will need to
; B upload modified file into Web Server. Then you can import by clicking Import button.
1. Click Import to display

the Import window.

2 Use Browse to |0cate a 1. Dowenload Examgle (Click mouse right, Save Target Az,
' Example tad
fl Ie or enter the fl Ie 2. Choose File to be imported
name. |
3. Click Import; the file | 3 upostFieandimoor

will be imported as the
new directory.
4. To view the result of import, open the file from Open File Dialog Box after finishing the import.

An example Phonebook file in the .csv format is available from the Import window. To view the
sample file shown below:
1. Click on the Example.txt link from the window.

Name,NickName,N/W Code,DesktopPhone,CellularPhone,OfficeName,OfficeDepartment,OfficePhone,HomePhone,Email,UserID, <-- DO NOT REMOVE THIS LINE

Tom Hanks,tom,2,+1 (02) 123-1234,011-111-1111,LG-Nortel,R&D,+1 (02) 123-2345,+1 (02) 123-3456,tom@Ign.com,tom, <-- Example) <-- DO NOT REMOVE THIS LINE

To export a shared directory to a .csv formatted file:
1. Click on the Export button.
2. Click Save to save the exported file to local computer.
NOTE: In some cases the extension of the exported file could be .xIs not .csv according to your
Windows environment. In this case user must convert the file extension from .xIs to .csv manually.

6.2.6 Changeable Fields Setting
In the Changeable Fields Setting screen the Administrator defines the fields that individual users are

permitted to change in their My Information window.
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& Changeable Fields Setting

[ Reload ][ Save ]

[T Mame
[¥] Micknme

Desktop Phone 2
Desktop Phone 3
[¥] Cellular Phone
[¥] Email Address 1
¥ Home Phone
[¥]Horne Address
[¥] Office Name
Department

[¥] Office Telephone
[¥] Office Fax

[¥] Office Address

Checked items in the Changeable Fields screen are

available to the individual UCS Client in the My Information p «name  [Ucsisers
window. Other fields are shown but cannot be changed by 3 e
the user.

= Desktop Phonel (4105
= Desktop Phone2

= Desktop Fhone3

Control buttons

= Office Phane 031-333-3338
e Reload - to refresh the current UCS Admin screen. « Celdar Phone  |000-7777-7782

= Office Name LG-MNORTEL
e Save - to save the current UCS Admin screen. « Offce Depertment [5GS

= Office FAX 031-333-3339
» Office Address 533, Hogye-1dong,Dongan-gu, Anyang-shi, Kyungki-do,
NOTE: Settings apply to all UCS Clients; User ID and + HomeTelephons  [02-333-44%

= Home Address 533, Hogye-1dong,Dongan-gu, Anyang-shi, Kyungki-do,

Desktop Phone 1 must be unique values for each UCS
Client.

= Email ucuserd@lg-nortel.com

0K ] [ Close

6.2.7 UCS Serviced iPECS Systems
The PBX System Admin screen defines the iPECS systems that are linked to and serviced by the

IPECS UCS Server. When multiple iPECS systems are configured in a distributed network, each
system is assigned a Voice Networking (VN) Code digit(s) that is dialed as a prefix to the extension
number identifying the specific networked system. In this case, the VN Code must be entered in the
PBX System Admin screen so that the UCS Server can include the digit when calling a networked
system extension.
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& PBX System
[ add || Deete |[ Edit |[ Reload |
System Site Name IP Address VN Code VN Code in Prefix
[[] IPECS-B00 Office 192.168.1.100 2 © ves Mo
| iPEC3-200 R&D 182.168.2.100 3 Cives @ No
] iPECS-100 USABranch 10.10.30.100 4 @ ves O Mo
Control buttons
e Add - adds a new system link to the UCS application.
e Delete - deletes a system link to the UCS application.
e Edit - edits an existing iIPECS system link definition.
e Reload - refreshes the current UCS Admin screen.
i PBX System
Add Delete Ed Reload
System| PECS-300 [~]
Site Namel |
P Address | | Firewall IP Addrss | &
eose| |
N Code in Prefix
© Yes No
Clear | [ Cancel
&2 PBX System
System iPECS-MG
Site Name Marketing
IP Address 19216812330 Firewall IP Addrss ]
YN Code 77
WM Code in Prefix
Cves ® No
Edit Local System Update = Clear | Cancel
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6.2.8 LDAP Server

In the LDAP Server screen the Administrator sets LDAP server information. UCS Clients. may then

query contact information in the LDAP server. There is no limitation of contact records in the LDAP

Server.

= LDAP Server

[ newserver | Edt || Dekte |[ Reload |

Server Display Name : Idap.co.kr
Server Name(IP)/Port : Directory Server 3289
Search Timeout : 60

| Maximum Number of Entries : 100
Search Base : o=Company Mame,c=kr

D Reguire Login D SSL(Secure Socket Layer)

Control buttons

e New Server - adds a new LDAP server.

e Edit - edits an existing LDAP server.

e Delete - deletes a selected LDAP server.

e Reload - refreshes the current UCS Admin screen.

i LDAP Server (Add)

[ ok [ Ext |

Server Display Name
Server Name(lP)

Server Port

Search Timeout

Maximum Humber of Entries
Search Base

D Require Login D SSL(Secure Socket Layer)

6.2.9 Schedule Administrators

UCS Server maintains a Private schedule for each user, as well as Shared schedules, which can be

viewed only by permitted users. Permitted users are defined for each specific Shared schedule.
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£ Schedule Administrator

Add Delete

Schedule Type
Application Team (Admin) - | [ Goto Shared Schedule

ucuseri

ucuser1l
ucuser!l
ucuseriz
ucuseria
ucuserld

ucuser1s

T o

ucuser2

Control buttons

e Add - allows a user access to the selected Schedule.
o Delete - deletes selected users from accessing the selected Schedule.

To allow a user access to a given Schedule:

Select Schedule Type from the drop down menu.
Click on the Add button.

Select the appropriate User ID.

Click Add.

A w e

To delete a user from a given Schedule:
1. Select Schedule Type from the drop down menu.
2. Click the checkbox next to the user(s) to be deleted from the Schedule.
3. Click Delete, users checked are deleted.

@ La- NmEI‘ 42 iss.2.5



imP=0C= UCS Server Installation & Admin Guide

Schedule Type
|App|icati0r1 Team (Admin) E| | Goto Shared Schedule |

ucuseri

ucuser1l
ucuserid
ucuseriz
ucuseri3
ucuserid
ucuser1s
ucuser1d

ucuser2

OOOoOOoOOOoOOoOoOoO

ucuser20

user |[_searchuserip | [Add] [ Clear] [ Cancel |

6.2.10  Shared Schedule
In the Shared Schedule screen the Administrator manages shared folder names.

2 Shared Schedule
[ Add || Delete |[ Edt |
Folder Hame Creator Created Date
[] Al Schedule Admin 2008-04-16
[7] Branch Office Schedule Admin 2008-04-16
[[] Head Office Schedule Admin 2008-04-16
[[] R&D Center Schedule Admin 2008-04-16
i Shared Schedule (Add) &= Shared 5chedule (Edit)
[ ok |[ Ext | [ ok |[ Ext |
Folder Name | | Folder Name |Brﬂnch Office Schedule

NOTE: The maximum number of entries in all shared folders is defined in the Properties screen.
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6.2.11  Properties
iPECS UCS has several Properties which can be configured to provide optimum performance in

various environments such as the number of users, items in individual databases, etc.

& Property

[ Reload ][ Save ]

Property Limit Min:Max Value
Concurrent Clients In Use &00 15000
Shared Internal Entriez 2000 15000
Shared External Entries 2000 30000
Usable Client Account 1200 15000
Presence Entries 200 200
Max Client Notes 10 10
File Sending Peers 5 5
Filz Sharing Peers 5 5
Web Push Peers 3 5
Sharing Frame Interval 1500 msec 500 ~9999
Chat Room (Meet Me) 30 30
Chat Room (&d hoc) 100 200
Schedule Folders 5 5
Schedule ttem 1000 1000
ICR Scenarios 10 10
File Send Size 300 WB 300
Max Video Conference Room & 8
Video Conf Frame (2 members) 8 -
Video Conf Frame (3 members) & hd
Video Conf Frame (4 members) 4 hd
Video Conf Frame (5 members) 4 -
Video Conf Frame (6 members) 2 -
Video Quality CIF -
Invitation Blocked Mo hd
Statistics Operation Yes -
Organization Chart Use Yes -
Organization Chart Refresh Interval 10 s&C 3 ~3600

Control buttons

e Reload - refreshes the current UCS Admin screen.
e Save - saves the current UCS Admin screen.

Properties
e Concurrent Clients In Use - maximum number of simultaneously active (logged-in) Clients
permitted.

e Shared Directory Entries - maximum number of records in all Shared directory.
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e Usable Client Account - maximum number of Client accounts allowed.

e Presence Entries - maximum number of Clients for User Presence Entries.

e Recent History Item - maximum number of Recent History records for statistics (reserved for
future use).

e Max Client Notes - maximum number of Notes that can be stored per user.

e File Sending Peers - maximum number of Clients that can receive a file using File Send.

e File Sharing Peers - maximum number of Clients in a single File Sharing session.

e Web Push Peers - maximum number of Clients in a co-browsing session.

e Sharing Frame Interval - time interval for sending shared files from the Master to other users
in a Sharing session.

e Chat Room (MeetMe) - maximum number of IM MeetMe Chat Rooms.

e Chat Room (Adhoc) - maximum number of ad hoc IM Chat sessions.

e Schedule Folders - maximum number of Schedule Folders per user.

e Schedule Item - maximum number of records in a Schedule.

e ICR Scenario Item - maximum number of ICR Scenarios.

e File Send Size - maximum size of a file that can be sent.

e Max Video Conference Room - maximum number of Video Conferences.

e Video Conf Frame - maximum Video frame rate based on number of users in a Video
Conference.

¢ Invitation Blocked - blocked or not if invited user is offline when invited by another user.

e Statistics Operation - yes or no option for Statistics function.

e Organization Chart Use - yes or no option for Organization Chart.

e Organization Chart Refresh Interval - time interval for update organization chart in a UCS
Client.

NOTE: Concurrent Clients in Use must be equal to or less than the Useable Client Accounts. Also, the
Shared Directory Entries must be equal to or greater than the Useable Client Accounts and Presence
Entries must be equal to or less than the Useable Client Accounts. If these rules are not followed,
attempts to store the Properties returns an error message and the Properties are not saved.
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6.2.12  SIP Parameter
Various parameters associated with Session Initiation Protocol (SIP) handling for both the UCS Server

and UCS Client can be adjusted by the Administrator in the SIP Parameter screen. We recommend
that all values in this screen be kept as default.

&2 SIP Parameter
[ Relead ] [ Save ]

Property Value Min:Max Value
Server Port port 1024 ~ 45151
NAT Relay Server Port 25058 port 1024 ~ 45151
Max Transaction Count 1000 ~ 10000
S Message Buffer byte 8000 ~ 65000
Activate P echo Server (0:False 1:True) 0-1
Trans List Delete TimeOut sec 10~ 120
TCP Relay List Delete TimeOut sec 10 ~ 3000
SIP UDP Port port 1024 ~ 49151
S TCP Port 25080 port 1024 ~ 49151
SPWorker Thread Count [0 | 0~ 20
SIP Mes=age Queue Size 100 32 ~ 3000
Retransmission Timer 1 msec 500 ~ 10000
Retransmission Timer 2 meec 4000 ~ 20000
Prowizion Timer 180 SEC 180 ~ 600
Logging Errorz (0:Falze 1:True) 0~1
Logging Infos (0:Falze 1:True) 0~1
Logging TCP Relay Info (0-False 1.Trug) 0~1
Logging SIP Resources I:I (0:Falze 1:True) 0~1
Logging UCC2UCS Al r.1essaga{:| (0-False 1.True) 0~1
Logging UCS2UCC Al r.1essaga{:| (0-False 1.True) 0~1
Uzer Key to Debug I:I User ID I:I
Gateway IP Address

Control buttons

e Reload - refreshes the current UCS Admin screen.
e Save - saves the current UCS Admin screen.

Properties
e Server Port - Gateway Server TCP port used for communication with Application Servers.
e NAT Relay Server Port - Gateway Server TCP port UCS Clients use to send TCP streams (1M,
File Send and Sharing); the port is used in the NAT environment.
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e Max, Transaction Count - maximum number of Gateway Server transactions active at a given
time.

e SIP Message Buffer - maximum size for SIP messages received by the Gateway Server.

e Active IP echo Server - defines if the Gateway Server employs multi-cast to notify UCS
Clients of the Gateway Server IP Address.

e Trans. List Delete Timeout - Gateway timer to delete a transaction from the transaction list in
case no final response message is received for a SIP request.

e TCP Relay List DeleteTimeout - Gateway timer to delete a TCP connection from the TCP
relay list in case no final response message is received with a SIP request.

e SIP UDP Port - SIP UDP port on which the UCS Gateway expects to receive SIP messages.

e SIP TCP Port - SIP TCP port on which the UCS Gateway expects to receive SIP messages.

e SIP Worker Thread Count - number of processing threads to be initiated.

e SIP Message Queue Size - maximum length of the processing queue.

e Retransmission Timer 1 - UCS Client Invite transaction retransmits request at an interval that
starts at T1 seconds.

e Retransmission Timer 2 - general requests are retransmitted at an interval which starts at T1
and doubles until it reaches T2.

e Provision Timer - transaction will stop re-transmission of the Invite request and will wait for a
final response for the Provision Timer expires.

e Logging Errors - debug Flag to enable/disable saving error messages to the Gateway Log text
file.

e Logging Infos - debug Flag to enable/disable saving information messages to the Gateway
Log text file.

e Logging TCP Relay Info - debug Flag to enable/disable saving TCP Relay information
messages to the Gateway Log text file.

e Logging SIP Resources - debug Flag to enable/disable saving SIP resource messages to the
Gateway Log text file.

e Logging UCC2UC - debug Flag to enable/disable saving UCS Client messages sent by the
Client to the Gateway Log text file.

e Logging UCS2UCC - debug Flag to enable/disable saving information from UCS Sever
messages to the Gateway Log text file.

e User Key to Debug - key value of user for debugging.

e Gateway IP Address - IP Address of PC Gateway program is installed.
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6.2.13  Timer Settings
In the Periodic Timers screen, various timer settings can be adjusted.

2% Periodic Timer

[ Reload ] [ Save ]
Diagnestic Check Interval for Client ED sec 30 (10 ~50)
Diagnestic Check Interval for Server Process 3 sec o (3~30)

Control buttons

e Reload - refreshes the current UCS Admin screen.
e Save - saves the current UCS Admin screen.

Property items
¢ Diagnostic Check Interval for Client - interval for checking UCS Client diagnosis.

e Diagnostic Check Interval for Server Process - interval for checking UCS Server process
diagnosis.

6.2.14  Message Log
IPECS UCS OMS logs notice and warning messages. The Administrator can define the Category for

each message and assign each message to be reported and saved to the history log. If not saved, a
reported message will be deleted from the log after it has been reported.
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i Warning/Notice Message
[ Reload ][ Save ]
Code Message Category Report Save
1001 Server Process Started @ ves (O HNo @ ves ONo
1002 Server Process Stopped @ ves @ No @ vez @ No
1002 Server Process Mo Answer @ ves @ No @ vez O HNo
1101 PBX System Connected @ ves ©No @ ves OMo
1102 PBX System No Answer @ ves O @ ves Mo
1103 Presence Service Started @ ves @ No @ vez @ No
1201 ICR Result @ves Mo @ves Olio
1202 ICR Fail Report ®ves OMo @ ves OMo
1203 Invalid ICR Request @ves Oho ®ves DN
1301 UCS Glient No Answer @ves O Mo @ ves @ Mo
2345 >

Control buttons

e Reload - refreshes the current UCS Admin screen.
e Save - saves the current UCS Admin screen.

6.2.15  Admin Level
The Admin Level screen is employed to define the lowest Admin Level allowed access to each iPECS

UCS Web Admin screen. Users with a higher-numbered Admin Level are not allowed access to the
screen and will receive following message indicating access is denied, “Your Admin Level is not
acceptable.” The Download Client Program menu can be assigned for access by Admin Levels 1 to 10;
all other screens can be assigned for access by Admin Levels 1 to 5.

22 Admin Level

|
:

Shared Directory
Schedule Administrator
PBX System
Property
SIP Parameter
Periodic Timer
Warning/Notice Mez=age
Client Version Compatibilty

Admin Level
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Control buttons

e Reload - refreshes the current UCS Admin screen.
e Save - saves the current UCS Admin screen.

6.2.16  Admin Users
The Admin User screen defines Admin Users and the Admin Level for each user. Only the

Administrator or user with Admin Level 1 may view and modify information on this screen.

&2 Admin Users

[ add || Deete |[ save || Reloagd |

Admin Users Admin Level
[] wucusert 1

[] wucuser1d 2

[] wucuserid 4 -
[[] wucuseri2 7

[] wucuser13 8

[] wucusertl4 10 -
=

ucuseris 10 -

Control buttons

e Add - adds a new user to the Admin Group and defines Admin Level.
e Delete - deletes a user from the Admin Group.

e Save - saves the current UCS Admin screen.

e Reload - refreshes the current UCS Admin screen.

To add a user to the Admin Group:

1. Click Add.
2. Select the appropriate User ID.
3. Click Save to accept changes.

To assign or change the level for a user:

1. Select the user by clicking the corresponding check box.
2. Select the desired Admin Level from the drop-down list.
3. Click Save to accept changes.
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6.2.17 User Password Initialize

The Administrator or users with Admin Level 1 can initialize the password for those who forget their
passwords. When initialized, the User ID is employed as the password. To initialize a password:

1. Click on the Initialize button corresponding to the User ID or Name.
2. The Search function can be used to locate the appropriate User ID or Name.

&2 Initialize Client Password

[ Hame [v] |user |[ search | [ Reload |
User ID Name Initialize Password
ucusert UCS User 1
ucuser1o UCS User 10
ucusert1 UCS User 11
ucuseri UCs User12
ucuseria UCS User13
ucuseri4 UCS User 14
ucuseri1s UCS User 15
ucuseri1s UCS User 18
ucuser2 UCS User2
ucuser3 UCS User 3

6.2.18  Client Version Compatibility
The Client Version Compatibility screen displays and manages the version of the UCS Client. This

screen can only be viewed and modified by the Administrator or users with Admin Level 1.

& Client Version Compatibility

Add Delete Edit Reload
[ B.5Ad
[] B.5Af
[] B.5Ag
[] B.3Ah
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Control buttons

e Add - used to add Client versions

e Delete - used to delete Client versions

e Edit - used to modify the current UCS Admin screen.
e Reload - refreshes the current UCS Admin screen.

6.2.19  ICR Time Option
The ICR Option screen defines the Work and Off times as well as days in the work-week. This screen
can only be viewed and modified by the Administrator or users with Admin Level 1.

i ICR Time Option

Office Hour Start (HH:MW:.SS) 08:50:00

Office Hour End (HH:MK:S5) 17:50:00

Work Day Information I.1unt|ay Tuesday Wednesday Thursday Friday DSaturday DSunday

Control buttons

e Reload - refreshes the current UCS Admin screen.
e Save - saves the current UCS Admin screen.

Property items
e Office Hour Start - start time, work begins.
e Office Hour Stop - end time, work ends.
e Work Day Information - separate check boxes for work days.

6.2.20 ICR Holiday Assignment
In the Holiday Admin screen, yearly holidays are defined for the ICR function; these dates are used as
holidays in the Client ICR definitions.

&2 Holiday
[ add [ Deete ][ Edt ][ Reload |
[ 001 New Years Day
[ 0117 Martin Luther King's Day
[ 02-21 President's Day
[[] 05-08 Mother's Day
[ 05-30 Memarial Day
7 08-19 Fathers Day
[ 07-04 Independence Day
[] 09-05 Labor Day
[ 10-10 Columbus Day
[ 1031 Halloween
2
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NOTE: These holiday assignments are not related to UCS scheduling functions.

Control buttons

e Add - adds a new Holiday.

e Delete - deletes a selected Holiday.

e Edit - modifies the definition for an existing Holiday.
e Reload - refreshes the current UCS Admin screen.

6.2.21  Web Link

In the Web Link screen, the Administrator or users with Admin Level 1 can register an external web
page to show in the UCS Client. Any URL with a web page height less than 25 pixels can be registered.
This function usually is used as a method for collecting web page links for company use. For example,

the example shown Company Portal might contain links for web mail, electronic review and approval,

and so on.

55 Web Link

Reload Save Add Edit Delete
Subject Company Portal
URL http://10.10.10.1/gwisp/directMenu/DirectMenuTestjsp

[ userid Uzer ID
[7] name MName
[] phone Deskiop Phone

Parameter Name Parameter Value

NOTE: This feature is for site-specific demands. The final URL will consist of the combination with
the added parameters. For example, when you want the web page to display in the UCS Client main

window the number of unread web mail or waiting documents to be approved, you need to provide

your identification information to the linked web mail server or electrical approval server using

parameters such as User ID or name.

If there is a web link in the URL field, the related web page is displayed in the UCS Client main
window between the main menu and self presence icons & message count area. If this URL field is

empty, there is no web page displayed in the UCS Client main window.

Control buttons
e Reload - refreshes the current UCS Admin screen.
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e Save - saves the current UCS Admin screen (Subject and URL).
e Add - add a new parameter value.

e Edit - edit a checked parameter value.

e Delete - delete checked parameters.

6.2.22 Multi Web Link

In the multi web link screen, the Administrator or users with Admin Level 1 can register not only

multiple existing URLSs, but also any URLs they made. They also could modify main contents and the

color of screen. In order to apply modified parameters, they would register the Multi Web Link URL
into the URL filed of the Web Link menu. Then the multi web link URLs would be viewed from the

UCS Client. It is also possible for them to control any items of the Multi Web Link by themselves.
example below shows a configuration shot for the Multi Web Link.

2 Multi Web Link

The

[ reload | [ Save ] Ereview
= Background
Background Color | snow vl Top Horizontal Bar Bottom Horizontal Bar
= Title
Title Text |LG—Nurtel Portal List |Tit|e Align
Title Font |[Roman Size Color | resybrown ~| | Oatic [ sotd
Title Image URLl |
= Link
Link Align Arrange Image Wicth Image Height
Link Font | Tahoma | size Banner with Title
Link Image URL |
Link List
[ add || Deete |[  Edt |
Subject URL

1 Google hitp:/ifwew e google.com

Ll CMM hitp i e cnn.com

Ll ABC hitp:ifweres. abe.com

¥ BBC http:/fwwne . bbc.com
= Body
Body Text
pleasze refer to the URL=s abowe to enhence your work productivity.
Body Font |Roman Position | Bottem % | gody align | Center | [ visible
= Bottom
Bottorm Text | (c} 2000-2010 LG-Nortel | Bottorn align | Right
Bottom Font |[Roman Size |10 Color | darkknaki ~| Citatic ] Botd

Bottom Image URL |htt|:|:.-'.-'1 0.10.10.10/ucsfimages/ScheduleHeader3. bmp |
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NOTE: Any of web pages that contain Active-X or Java Plug-In is prohibited in the Link list of the

Multi Web Link, because it could cause unpredictable problems in the UCS client.

Control buttons

Reload - refreshes the current UCS Admin screen.

Save - saves the current UCS Admin screen.

Preview — previews the Multi Web Link in accordance with input parameter values.
Add - add a new parameter value.

Edit - edit a checked parameter value.

Delete - delete a checked parameter.

Background - adjusts a background color, top horizontal bar and bottom horizontal bar.

Title — adjusts some parameters for the title and font. The title is shown on the top of the Web
tab in the UCS Client.

Link — adds, deletes or modifies any URLs which are given to the Web tab in the UCS Client..
Body - adjusts contents and font for the body.

Bottom — adjusts contents and font for the bottom.

The picture below shows a screen shot for the Multi Web Link when users click the Preview button. A

new web browser will pop up and it will show any corresponding web page if users click one link

among several links below.
In order to apply this kind of Multi Web Link, the Administrator has to copy the URL which is the
“http://10.10.10.10/ucs/Menu/FormMultiWebL ink.aspx?userid=administrator” in this example to the

URL filed of the 6.2.21 Web Link menu.

/‘ Multi Web Link - Windows Internet Ezplorer

£ hitp://10101010/ucs/Menu/FormMultiWeblink aspxuserid=adm v ||| 2 X | |} Rl

please refer to the URLs abowe to enhence your work productivity.
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6.2.23  User Feature Restriction

The Administrator can limit any functions to every UC Client user. The picture below shows a feature
restriction status for entire UCS Client users. A checked box means that its function is available now
for its user. On the other hand, any unchecked box means that its function is prohibited for its user.
Some number in the screen shot indicates that its user has a limitation to that function. The
Administrator could see explanation bubble when he puts his mouse focus on an each item.

&2 User Feature Restriction

@arusers Osearchser| |

UseriD HName

patrician  Patrician 199 10 [w] 299 1000
%600 SP 198 [4] [ 10 [] 289 1000
1001 TEST-CM 159 [v] [w] 10 [w] 299 1000
test Test 199 [v] [ 10 [] 289 1000
al234  a1234 189 10 [w] 299 1000 Edit
b1234  b1234 159 10 [w] 299 1000 Edit
c1234  ol234 199 10 [¥] 293 1000 Edit
candy  candy 189 10 [+] 239 1000 Edit
cmuserl cmuserl 0[] [ O OO F F F F F | OO0Oo o O F i Edit
cmuzer?  cmuser? 189 10 2891000

cmuzerd  cmuserd 189 10 [+] 235 1000 Edit

m
o
=

cmuzer30 cmuser30 189 2891000
[¥] 288 1000
[+] 2881000
2991000
[+] 2881000
1o
[+] 2881000
[+] 2881000

¥ 10 ¥
[ 10 [4]
¥ 10 []
110 [
¥ 10 [4]
ER
¥ 10 [4]
¥ 10 [4]

m
(=%
=

cmuser3! cmuser3 139

cmuserd cmuserd 158 [v]

m
=%
=

cmusers cmuserS 199
cmuserf cmuser§ 199
cmuser? cmuser? 100

41234  d1234 188 []

EHEEHEEEHEEAEEEEEEEREEEEQEE
=
o
B

EEEEEREREAEEREREOAEEEEEEEF
HEEEEEEEF =
EEEEEREREAEEREREOAEEEEEEEF
(]
NEENEEEAERIEEODORNEEEEREHEEF

EHEEHEEHEAIEEEDOEEEENHEEEHEE
HEEEEEEE ©
EEEEEREREAEEREREOAEEEEEEEF
[<]
=

(]
EEEEEREREAEEREREOAEEEEEEEF
(]

HEEEEEEE
=

HEEEEEEEF
HEEEEEEEF =
RENEABEREAEEREIEDORNEEREMEAEEREHERF
HEEEEEEEF =
HEEEEEEE ©
BEEEEEGEEEEDODEERE EEEE
HEEEEEEE ©
EEEEEREREAEEREREOAEEEEEEEF
HEEEEEEEF =
EEEEEREREAEEREREOAEEEEEEEF
(]

HEREEEEEEREHX
OO0 0RO OO0OO0ODOOOOOoOOoOOooOoao

m m m m
=% =% =% =%
.y .y .y .y

e1234  e1234 188 [¥]

UCE user

ucusers 0 7 4 2 £ 2 2 2 I 2 v 2 I e L e e T e R T L

4

Control buttons

e Reload - refreshes the current UCS Admin screen.

e Search — returns search results when the Administrator enters a user’s name or ID into that
field.

¢ Edit — moves to an editable screen where the Administrator could modify feature restriction
for a UCS client user.
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The figure below shows an editable screen shot for feature restriction for UCS client Charlie.

22 User Feature Restriction Edit

[ Reload ] [ Save ]

User ID: Name: | Charlie | anusers  [select All Checkbox
Prezence Video Status Allow Call Memo
Prezence Schedule Status |:| Allow Call Pickup
Prezence Remote Monitorin Status Allow Meet Me Chatroom
Allow ICR Allow Application Sharing
Allow Remote Call Forward Allow Desktop Sharing
Allow Group Call Allow Whiteboard
Allow Meet Me Conference Call Allow File Send
[¥] Allow Scheduled Dial [¥] Allow Normal Video
Allow Record Call Allow Video Format QCIF
Allow Flexible Button Allow Video Format CIF
Allow Voice Mail Selection Allow Video Format VGA
AII-:I'-.'.' Step Call AII-:I'-.'.' Presentation Mode
Allow Playback Wave File Allow Remote Monitoring

Allow Send SMS

Prezence Entries 1~ 200 File Send Size 1~ 300 KB
ICR Scenarios 1~10 Schedule fem | 1000 1 ~ 65534

Invizible or dizable menu/butten on UCS Client (Checked:Invizible, Unchecked:Dizable)

[ Enable Template ]

Control buttons

e Reload - refreshes the current UCS Admin screen.

e Save - saves the current UCS Admin screen.

o Enable Template — shows a reserved template. It will be applied to the user if the
Administrator clicks the Apply button.

The unchecked function among all of supported functions will not be seen in the UCS client program if
the Administrator selects the “Invisible or disable menu/button on UCS Client”. On the other hand, if
he does not select the “Invisible or disable menu/button on UCS Client”, even though the unchecked
function will be seen in the UCS Client program, the UCS Client user could not use that function,
because the function becomes still disable.
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6.2.24

NOTE: The user feature restriction will never be applied to the UCS Client user before he log-in again

if the Administrator limits some functions to him as long as he already logged-in. Regarding Presence
entries, File Send Size, ICR Scenarios and Schedule Item, the maximum value for them can be

chosen within their predefined ranges.

Restriction Template

Client by selecting one of five templates.

i Restriction Template

By default, the UCS supports five reserved templates. The Administrator could apply it for each UCS

[ Reload ][ Save ]

Template |:| Select All Checkbox

Subject |Level 1 (Higsst)

Prezence Video Status
Prezence Schedule Status

Prezence Remote Menitorin Status

[ Allow IcR
Allow Remote Call Forward
Alluw Group Call

Allow NMeet Me Conference Call

[¥] Allow Scheduled Dial

[¥] Allow Record Cal

Allow Flexible Button
Allow Voice Mail Selection
[¥] &llow Step Call

Allow Playback Wave File
[¥] Allow Send SMS

Prezence Entries

ICR Scenarios

Allow Call Memo

[ Allow Call Pickup

Allow Meet Me Chatroom
Allow Application Sharing
Alluw Dezktop Sharing
Allow Whiteboard

Allow File Send

Alluw Normal Wideo
Allow Video Format QCIF
Allow Video Format CIF
Allow Video Format VGA
Alluw Prezentation Mode
Allow Remote Monitoring

File Send Size
Schedule tem | 1000

1~ 300 MB
1~ 65534

Invizible or dizable menuw/button on UCS Client (Checked:Invizible, Unchecked:Dizable)

Control buttons

e Reload - refreshes the current UCS Admin screen.

e Save — saves the current UCS Admin screen.
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NOTE: The user feature restriction will never be applied to the UCS Client user before he log-in again
if the Administrator limits some functions to him as long as he already logged-in. Regarding Presence
entries, File Send Size, ICR Scenarios and Schedule Item, the maximum value for them can be
chosen within their predefined ranges.

6.2.25  Status
Status information consists of Client Status, Server Status, PBX Status, Current Login User Status, and

Call Connection Status.

6.2.25.1 Client Status
The Client Status screen shows all information of registered UCS client users. In this screen you can

view the VN code, Desktop Phone, User ID, Name, Nickname, Department, Version and Presence
status. The screen displays All Users or only users that are logged in (Login Users).

& Client Status
@ anvsers (@ Login User [] Peringic Update [Account 140, Login 1]
Desktop
VM Code Phone UseriD Name Hicknme Department Version
45 4109 ucuser10UCS User 10 UCS User10 BCS 2.0Ae 1)
48 4110 ucuser!1UCS User 11 UCSUser11 BCS 2.0Ae (1]
48 4111 ucuser!2UCS User 12 UCS User12 BCS 2.0Ae (1]
48 4112 ucusert3UCS User 13 UCSUser13 BCS 2.04e L)
43 4113 ucuserl4UCS User 14 UCS User14  Application 2.0Ae o
48 4022 ucuser!5UCS User 15 UCS User 15 Application 2.0Ae &
48 4117 ucuser!8UCS User 18 UCS User18 BCS 2.0Ae (1]
48 4101 ucuser? UCS User2 UCSUser2 BCS 2.0Ae L)
48 4102 ucuserd UCS User3 UCSUserd BCS 2.0Ae (L]
48 4103 ucuserd UCS Userd UCSUser4 BCS 2.0Ae L
@10 © 20 © 50 @100 © 500 tems per one page
RS E ] 1314 %

it Client Status

(@ AlUsers @ Login User [T Periodic Update  [Account 140, Login 2]

Desktop
VM Code Phone User ID Hame Nicknme Department Version
48 4100 ucuseri UCS User 1 UCs User 1 BCS 2.0Ae i & w
48 4108 ucuserd UCS User 8 UCs User9 BCS B.0AC fy | |

@10 @20 @50 © 100 © 500 kems per one page

NOTE: If Periodic Update is set, the page is reloaded every 5 seconds.
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To view detailed information of a particular user Click on the User ID link.

£2 User Information
User [0 Ucuserl Reload
Mame UCs user 1
Nickname Ucuserl
Desktop Phone 9001 Cellular Phone 011-122-2323
Cffice Name LG-Nortel Office Department UCS User
Office Phone 031-456-2343 Office Fax 031-450-6667
Office Address
Home Phone 031-234-3544 Home Address
Email ucuserl@lg-nortelcom
6.2.25.2 Server Status
The Server Status screen shows current status of UCS Servers.
e Green - indicates normal status  Server Status
e Red - indicates a fault or abnormal status.
Gateway Database
150.150.131.37 150.150.131.37
Application
Chatting
Diagnosis
Directory
ICR Presence
150.150.131.37

6.2.25.3 PBX Status
The PBX Status screen shows current status of iPECS system(s) registered to UCS Server. In this
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screen you can view Site Name, IP Address, Version, Capacity, License, VN Code and Date/Time. A

Green colored square indicates normal status, and a Red colored square indicates a fault or abnormal

status.

& PBX Status

M Site Name : Office

IP Address : 1821621100 Version : 1.00
Capacity: License:0 VHNCode:2
Date/Time : 2008/04/04 15:48.02

M Site Name : R&D

IP Address : 182.168.2.100 Version: 1.00
Capacity: License:0 VNCode:3
Date/Time : 2008/04/10 19:48.05

I Site Name : US4 Branch

IP Address : 10.10.30.100 Version: 1.00
Capacity: License:0 VN Code:4
DatelTime : 2008/04/16 09:53:33

6.2.25.4 Current Login User List

The Current Login User List screen displays information on the current logged in users. In this screen

you can view User ID, Name, Public IP, Private IP, NAT, Relay, and Date/Time for each logged in

user.
£ Current Login User List
® allusers © Search Userl:l Search
UserID Name Public IP Private IP NAT Relay Date Time
ucuser UCS User2 150.150.131.18 150.150.131.18 B B 2008-04-16 10:03:11
ucusers UCS User9 150.150.131.23 150.150.131.23 B & 2008-04-15 14:01:37
NOTE:
°

Public IP addresses are IP addresses that are visible to the public. Because these IP addresses
are public, they allow other network devices to know about and access your computer, like a
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Web server. The Public IP address shows the UCS Client PC’s Public IP address.

e Private IP addresses are used on a private network, but they can not be routed through the
public Internet. This creates a measure of security and it saves limited IP addresses. The
Private IP address shows the UCS Client PC’s Private IP address.

e Network Address Translation (NAT), also known as network masquerading, native address
translation or IP masquerading, is a technique of transceiving network traffic through a router
that involves re-writing the source and/or destination IP addresses and usually the TCP/UDP
port numbers of IP packets as they pass through. The NAT checkbox shows whether UCS
Client PC is using NAT.

e UCS Client can be connected to the UCS Server using Relay mode. In Relay mode, UCS
Server relays UCS services such as IM, File Send, Sharing, to each UCS Client end. The
mode is automatically configured by UCS Client but, the UCS Client can be manually
adjusted for relay operation.

6.2.25.5 Call Connection Status
The Call Connection Status screen shows current connected call information. In this screen you can

view User ID, Name, Result Code, PBX IP Address, Firewall, Remote, Phone Number and

Connected Number.

&t Call Connection Status
@ anvszers (O search Userl:l Search
: BWE Remote
ucuserz UCS User 2 0 192 168.131.18 Ha Remote 4101 4101
ucuserd UCS User 9 0 192 168.131.18 Na Remote 4108 4108
Result Code

e (- Success
e 1-MAC and ID are Empty
e 2 -MAC is Default
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6.2.26

3 -Registration Dip S/W is Protected

4 -Empty or Not Matching MAC

5 -Remote Password Not Matched

6 -Remote Registered Device Login Fail

7 -Not Allowed Device Registration Information

8 -SLT is Not Allowed for Remote Linked Station

9 -User Login Password does Not Match

10 -User Login Identity is Not Registered

11 - New Registration by User Login Identity

12 -Unresolved Master Slave Identification

13 - Abnormal by System 003

14 - Extension Logical Number Cannot be Assigned
15 - Extension Logical Number Cannot be Assigned
19 - No License, Please Contact Your Local Dealer
20 - UCS Client Identity

21 - Linked Pair Login Failed by Previous Link

22 - Wrong Device Type

23 - Linked Pair Station is Not Idle State

25 - No Response from System

Report

The reports consist of message, resource and usage logs as well as statistics.

6.2.26.1 Notice Logs

The Notice Logs screen displays a history of notice messages. In this screen you can view Date/Time,

Code, Cause, Process, Description and Name. The display can be for all users or searched for a

specific user. Also, the display can be searched for a specific code.
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£ Notice Logs

@ all users () search User () Code Start Date |2009-06-22 | (8]  End Date |2009-06-22 | [F] | Query
Information Name
Date/Time : 2009-06-22 105052 Code : 1312
Cause : Cutbound Call Leg Process : UCS Directory Server CMUSERD
Description : DATE_TIME - 2009-06-22 10:50:52 USER - CMUSERS {cruserd) DESTINATION NUMBER - 1018 CO
LINE MUMBER. -

Date/Time : 2009-06-22 102823  Code : 1312

Cause : Cutbound Call Log Process : UCS Directory Server CMUSERD
Description : DATE_TIME - 2009-06-22 10:28:23 USER - CMUSERS {cmuserd) DESTINATION NUMBER - 1018 CO

LINE NUMEBER. -

Date/Time : 2009-06-22 10:28:16 Code : 1303

Cause : UCS Client Legin  Process : UCS Directory Server CMUSERS

Description : USER - CMUSERS (cmuserS) IP ADDRESS - 150.150.131.10

Date/Time : 2009-06-22 10:1756 Code : 1304

Cause : UCS Client Legout  Process : UCS Directery Server CMUSERS
Description : USER - CMUSERS {cmuserd) IP ADDRESS - 150.150.131.10

Date/Time : 2009-06-22 10:1747  Code : 1312

Cause : Cutbound Call Leg Process : UCS Directory Server CMUSERD
Description : DATE_TIME - 2009-08-22 10:17:47 USER - CMUSERS (cruserd) DESTINATION NUMBER - 1018 CO
LINE MUMEER. -

234 ¢

To select a date for display:
1. Click the Calendar icon to the right of the date box. «/[<] 20083 (2=
. Su Mo TuWe Th Fr Sa
2. Select the desired date from the Calendar. 1
2345 67 8
To display the calendar window: 2101112 1314 12
1617 1819 202122
1. Click the calendar icon. 2324 2526 2728 29
2. Select the date to input. S

NOTE: The range of query is 30 days.

6.2.26.2 Warning Logs
The Warning Logs screen shows the history of warning messages. In this screen you can view

Date/Time, Code, Cause, Process, Description and Name. The display can be for all users or
searched for a specific user. Also, the display can be searched for a specific code.
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& Warning Logs

Start Date |2009-06-22 | 8]  nd pate |2009-06-22 | (8] | Query

@ Al Users Search User

Information Name
Date/Time : 2009-06-22 10:5927 Code : 1702

Cause : Desktop Phone Number Mismatch  Process : UCS Client

Description : USER - CMUSER21 {cmuser21) PEX IP ADDRESS - 192.168.123.196 DESKTOP PHOME NUMBER -
1021 COMMECTED MUMEBER - RESET

Date/Time : 2009-06-22 10:5926  Code : 1702

Cause : Desktop Phone Number Mismatch  Process @ UCS Clisnt

D-escription : USER - CMUSER21 (cmuser21) PBX IP ADDRESS - 192168123196 DESKTOP PHOMNE NUMBER -
1021 CONMNECTED NUMBER -

Date/Time : 2009-06-22 09:50:25 Code : 1302

Cause : UCS Clisnt Re-Login - Process @ UCS Dirsctory Server

Description I USER - CMUSERS (cmuserS) IP ADDRESS (BEFCRE) - 150.150.149.91 IP ADDRESS {AFTER) -
150150113110

Date/Time : 2009-06-22 094937 Code: 1701

Cause : Call Connection Fail Process : UCS Client

Description : USER - CMUSERS {cmuserd) DESKTOP PHONE NUMBER - 1019 CAUSE - No Response from
System PBX IP ADDRESS (LOCAL) - PBX IP ADDRESS {FIREWALL) -

Date/Time : 2009-06-22 094832 Code: 1701

Cause : Call Connecticn Fail  Process @ UCS Clisnt

Description : USER - CMUSERS {cmuserd) DESKTOP PHONE NUMBER - 1019 CAUSE - No Response from
System PBX IP ADDRESS (LOCAL) - PEX IP ADDRESS [FIREWALL) -

CMUSER21

CMUSER21

CMUSERS

CMUSERY

CMUSERS

NOTE: The range of query is 30 days.
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6.2.26.3 Call Logs
The Call Logs screen shows the history of UCS Client calls. In this screen you can view Date/Time,

Peer Name, Number, CO and Name. The call type can be selected from the radial buttons as All,
Incoming, Outgoing and Conference Room. The display can be for all users or searched for a
specific user.

& Call Logs

@ Al users () Search User Start Date 2009-06-22 (%] End pate 2009-06-22 | [®] | Query
@ all Oincoming (O Outgoing () Conference Room

Information Name

Date/Time : 2009-06-22 11:03:19

Peer Name : Mo Information CMUSERS

Number : 1011 CO:

Date/Time : 2009-06-22 11:01:49

Peer Name : Mo Information CMUSERS
Number : 1011 CO:

Date/Time : 2009-06-22 11:01-12

Peer Name : CMUSERT CMUSER21
Number : 1017 CO:

Date/Time : 2009-06-22 11-:00:45

Peer Name : Mo Informaticn CMUSER21
Number : 1011 CO:

Date/Time : 2009-06-22 11:00:05

Peer Name : Mo Information CMUSER21
Number : 1011 CO:

|m

NOTE: The range of query is 30 days.

6.2.26.4 Usage Logs
The Feature Usage Logs screen shows a history of features used. In this screen you can view

Date/Time, Peer Name, Type (hame of feature) and Name. The feature Type can be selected from
the radial buttons and include All, IM, Sharing, File Send, Web Push and Video. The display can be
for all users or searched for a specific user.
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=2 Feature Usage Logs
@ all Users () Search User Start Date 2009-06-01 | [3] End Date 2009-06-22 | [73] | Query
@ all Oma (O sharing (Application) () Sharing (Desktop) () Whiteboard (U File Send () Web Push (O)wideo () Presentation (U) Remote Monitering
Information Type Name
+ - _Nf T5G17T
Date/Time : 2009-06-09 17:5%:17 Presentation ucs user 2
Peer Name : ucs user 3
Date/Time : 2009-06-09 17:55:17 Presentation ucs user 3
Peer Name : ucs user 2
Date/Time : 2009-06-09 17:59:00 Presentation ucs user 2
Peer Name : ucs user 1
Date/Time : 2009-06-09 17:59:00 Presentation ucs user 1
Peer Name : ucs user 2
P . NG 06 7E9-,
Date/Time : 2009-06-09 175145 Presentation LICs user 2
Peer Name : ucs user 1
Date/Time : 2009-06-09 17:5145 Presentation ucs user 1
Peer Name : ucs user 2
+ . _ 06 +.cq-3,
Date/Time : 2009-06 0"9 17:51:24 Presentation ucs user 3
Peer Name : ucs user 2

NOTE: The range of query is 30 days.

6.2.26.5 File Send Logs
The File Send Logs screen shows detailed history for the file sending feature. In this screen you can

view File Sender, Receiver, File Name, File Size and Date & Time. The display can be for all users

or searched for a specific user.

& File Send Logs
@ allusers () Search User l:l Search Start Date 2009-06-22  [%] End Date 2008-06-22 [ | Query

Sender Receiver File Name File Size{KB) Date & Time

UCS User 9 UCS Us=er 1 UCSClient.exe 21170580 2008-04-04 15:28:04
UCS User & UCS User 3 WistallACandDelphi.ppt 4365312 2008-04-04 16:28:03
UCS User 1 UCS User 3 UCSClient.exe 21170880 Z008-04-04 18:28:02
UCS User 3 UCS User 9 WistallACandDelphi.ppt 4365312 2008-04-04 18:28:01
UCS User 1 UCS User g HIAS_Manual_20030828(LG ).doc 3855898 2008-04-04 18:28:01
UCS User 3 UCS User 9 UCSClient.exe 21170880 2003-04-04 18:23:00
UCS User 3 UCS User g UCSClient.exe 21170880 2002-04-04 18:15:08
UCS User 3 UCS User 9 UCSClient.exe 21170580 2008-04-04 156:15:08
UCS User 3 UCS Us=er 10 UCSClient.exe 21170580 2008-04-04 16:15:07
UCS User 3 UCS Us=er 4 UCSClient.exe 21170580 2008-04-04 16:15:07

1234567891>

NOTE: The range of query is 30 days.

6.2.26.6 Presence Member
The Presence Member screen shows the counts of presence members that are registered in the

Presence window for each UCS Client. The display can be for all users or searched for a specific

user.
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& Presence Member
© Allusers © Search User |user | [_search_|
Presence Member
User ID Name Count Blocked Member Count
ucuserd UCS Useryg 55 1
ucuser10 UCS User 10 17
Ucusers UCS Users 16
ucusert UCS User 11 12
ucusers UCS Userd 10
ucuserd UCS User4 10
ucuseri UGS User1 10
ucuserid UCS User 13 9
ucuserz UGS User 2 g
ucusers UCS User 8 g
2

NOTE: Information is arranged in order by counts of the Presence Member Count column.

6.2.26.7 ICR Scenario Resource
The ICR Scenario screen shows the number of ICR scenarios that are registered for each UCS Client.

The display can be for all users or searched for a specific user.

& ICR Scenario Resource

) Allusers @ Search User |USE|' | [ Search ]
User ID Name ICR Scenario Count
ucuser1 UGS User 11 10
ucuserts UCS User15 8
ucusers UCS Users 8
ucuser2 UCS User 2 6
ucuser3 UCS User 3 5
ucuser13 UCS User12 5
ucuseriz UCS User 12 4
ucuserd UCS User4 3
ucuser? UCS User7 3
ucusers UCS Userd 3

FiE

6.2.26.8 Unread Note
The Unread Note screen shows the number of the unread notes for each UCS Client. The display

can be for all users or searched for a specific user.
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£ Unread Note

© AllUsers @ Search User |user |[ search |
User ID Name Unread Note Count
ucuserid UCS User18
ucuseri2 UCS User12 8
ucuserii UCS User 11 G
ucuserid UCS User 10 5
ucuserz UCS User 2 4
ucusers UCS User g 2
Lcuser? UCS User7 2
ucuserl UCS User 1 1

6.2.26.9 Private Schedule
The Private Schedule screen shows the number of schedules registered by each UCS Client. The

display can be for all users or searched for a specific user.

&2 Private Schedule

©) AlUsers @ Search User |user |[ search |
User ID Name Private Schedule Count
ucusers UCS Users a9
ucuserd UCS User4 23
ucuser3 UCS User 3 20
ucuser1s UGS User 15 16
ucuserg UCS User9 12
ucuserl UCS User1 5
ucuseri UGS User 11 2
ucuseril UCS User 10 2
ucuser12 UGS User12 1
ucuser1s LUICS User 18 1

FIE

6.2.26.10 SIP Stack Resource Usage
The SIP Stack Resource Usage screen shows a count of use for each SIP resource. This screen is

useful to troubleshoot a SIP protocol issues between Gateway server and clients.
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& SIP Stack Resource Usage

resowrcenare Jcurrem[uax | altocared)
Stack General Pools Z6 210 7532
Stack Message Pool 20 209 12500
Stack Header Pool 0 0 4154
stack Timer Pool 0 208 10080
Transactions 25 209 5000
Transmitters 25 209 5010
Reg Clients 0 0 2
Transport Connections 0 0 0
Transport ConnHash 0 0 o
Transport OwnerHash 0 0 0
Transport pQueusEvents o 24 100
Transport plueustElements o 24 100
Transport ReadeBuffers 0 2 50
Transport Tissessions 0 0 o
Transport TI1sEngines 0 0 o
Transport ocorEvents 0 0 75
Call Legs Calls 0 0 10
Call Legs TransLists o 0 10
Call Legs TransHandles 0 0 5000
Subs Subscriptions 0 0 0
Subs Notifications 0 0 0
Subs NotifTyLists 0 0 o

Property items
e Stack General Pools - General Pools of SIP Stack module
e Stack Message Pool - Message Pools of SIP Stack module
e Stack Header Pool - Header Pools of SIP Stack module
e Stack Timer Pool - Timer Pools of SIP Stack module
e Transactions - Transaction module
e Transmitters - Transmitter module
e Reg Clients - Registered Client module
e Transport Connections - Connection resources of the Transport module
e Transport ConnHash - ConnHash resources of the Transport module
e Transport OwnerHash - OwnerHash resources of the Transport module
e Transport pQueueEvents - pQueueEvents resources of the Transport module
e pQueueElements -pQueueElements resources of the Transport module
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e Transport ReadBuffers -ReadBuffers resources of the transport module
e Transport TIsSessions - TlsSessions resources of the transport module
e Transport TIsEngines - TISEngines resources of the transport module

e Transport oorEvents -0orEvents resources of the transport module

e CallLegs Calls - Calls resource of the Call module

e CallLegs TransLists -TransLists resource of the Call module

e CallLegs TransHandles -TransHandles resource of the Call module

e Subs Subscriptions -Subscription resource of the Subscription module
¢ Subs Notifications -Notification resource of the Subscription module

¢ Subs NotifyLists -Notifylist resource of the Subscription module

6.2.26.11 Warning Statistics
The Warning Statistics screen shows the number of warning events that occur in the UCS Server daily

or monthly. You can select to view All User or Selected User data as well as daily or monthly
information. In the daily display, data is arranged hourly and in the monthly display, data is arranged
daily. Inaddition, if Hide rows with no data are selected, the applicable rows are not displayed.

£ Warning Statistics

@ allusers () Search User

@ paiy O r.1unthly|2'3f|3-f|4-'33 |3[ query | [¥] Hide rows that have no data

002 o0 202 1202 1202 130|320z o0 103 36| 602 w73 7
00 0 0 0 0 0 &8 4 0 0 0 0 0 0 12

00:00 ~ 01:

01:00 ~ 02:00 0 o 0 o 0 1 0 o 0 o 0 o 0 1
093:00 ~ 10:00 0 0 0 0 0 0 2 0 o 0 o 0 o 2
10:00 ~ 11:00 0 0 0 0 0 4 0 1 o 0 o 0 o =
11:00 ~ 12:00 0 o 0 o 0 1 0 o 0 o 0 o 0 1
12:00 ~ 13:00 0 0 1 0 0 1 1 0 0 0 0 0 0 3
13:00 ~ 14:00 0 0 1 0 0 0 0 7 o 0 o 0 o 8
14:00 ~ 15:00 0 o 2 o 0 2 E o 0 o 0 o 0 7
15:00 ~ 16:00 0 o E o 0 2 2 1 0 o 0 1 [ 15
16:00 ~ 17:00 0 0 0 0 0 L 4 1 o 0 o & g 26
17:00 ~ 1B:00 0 o 2 o 0 3 2 3 o o o 3 [ 19
18:00 ~ 19:00 0 o 0 o 0 1 0 o 0 o 0 o 0 1
13:00 ~ 20:00 0 0 0 0 0 4 0 0 o 0 o 0 o 4
21:00 ~ 22:00 0 0 0 0 0 1 0 0 o 0 o 0 o 1
Total (1] o 9 o (1] 33 18 1= o (1] o 12 20 105

All Users/Daily
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& Warning Statistics

AllUsers () Search User

) Daity Monthty |2933-U4-33 |E [ Query ] Hide rows that have no data
1 i) o s o i) 10 10 o o i) o o o 25
z o 3 EE: 3 o 4 4 20 o o o 21 o 99
3 o o 20 19 o 3 5 16 o o o 24 o 87
4 i) o 1 o i) 11 5 o o i) o 1 z 20
[ o o 1 o i) 17 16 1 o i) o 2 o 37
7 1 1 z o i) 15 2z g o i) o 2 o 51
g i) o E] o i) 23 18 12 o i) o 12 20 105
] o o 3 o o o 2 o o o o 7 13 21
10 i) o z o i) z 5 z o i) o o o 1z
11 o 2 ] o o o o 1 o o o o o &
14 o o 1 o o 5 1 1 o o o 53 o &7
15 i) o z o i) i) 2 1 o i) o 4 o 10
is o o 3 o i) o 2 2 o i) o 2 3 20
Total 1 & 96 28 0 101 92 65 [} 0 0 134 27 )

Export

All Users/Monthly

i Warning Statistics

() Alusers @) Search User UCS User 1{ucusert) Change User

) Daily I'.'Iunthry|2'm‘3-'14-05 |E[ Query ] [#] Hide rows that have no data

4 o 1 o o 1 2

o o o o o o o o
7 o o o n] o o 1 o o o o o n] 1
14 o o o o o o 1 o o o o o o 1
it o o o n] o n] 1 o o o o o n] 1
Total o 0 1] o ] o 4 o 0 o 0 1 o 5
Export

Searched User/Monthly

Control buttons

e Export -exports queried data to CSV formatted document.

The figure below is the screenshot of the exported CSV document shown in spreadsheet format.
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A B © D E F G H | J K L M M ] F]

1 |Daily : 2008-04-08 : All Users

2 |Time 10020 1003 1102 1202 1203 1301 1302 1306 16071 1601 1602 1701, 1702 Total

3 |00:00 ~ 01:00 0 0 0 0 0 8 4 0 0 0 0 0 0 12

4 |01:00 ~ 02:00 0 0 0 0 0 1 0 0 0 0 0 0 0 1

B |[02:00 ~ 03:00 0 0 0 0 0 0 0 0 0 0 0 0 0 0

& 03:00 ~04:00 0 0 0 0 0 0 0 0 0 0 0 0 0 0

7 |04:00 ~ 06:00 0 0 0 0 0 0 0 0 0 0 0 0 0 0

8 |06:00 ~ 06:00 0 0 0 0 0 0 0 0 0 0 0 0 0 0

9 |06:00 ~ 07:00 0 0 0 0 0 0 0 0 0 0 0 0 0 0

10 |07:00 ~ 03:00 0 0 0 0 0 0 0 0 0 0 0 0 0 0

11 |08:00 ~ 09:00 0 0 0 0 0 0 0 0 0 0 0 0 0 0

12 |09:00 ~ 10:00 0 0 0 0 0 0 2 0 0 0 0 0 0 2

13 [10:00 ~ 11:00 0 0 0 0 0 4 0 1 0 0 0 0 0 5]

14 [11:00 ~ 12:00 0 0 0 0 0 1 0 0 0 0 0 0 0 1 2
16 12:00 ~ 1300 0 0 1 0 0 1 1 0 0 0 0 0 0 3

16 [13:00 ~ 14:00 0 0 1 0 0 0 0 7 0 0 0 0 0 8

17 [14:00 ~ 16:00 0 0 2 0 0 2 3 0 0 0 0 0 0 7

18 [165:00 ~ 16:00 0 0 3 0 0 2 2 1 0 0 0 1 5] 15

19 [16:00 ~ 17:00 0 0 0 0 0 5] 4 1 0 0 0 8 8 26

20 (1700 ~ 18:00 0 0 2 0 0 3 2 3 0 0 0 3 5] 19

21 [18:00 ~ 19:00 0 0 0 0 0 1 0 0 0 0 0 0 0 1

22 119:00 ~ 20:00 0 0 0 0 0 4 0 0 0 0 0 0 0 4

23 2000 ~ 21:00 0 0 0 0 0 0 0 0 0 0 0 0 0 0

24 12100 ~ 22:00 0 0 0 0 0 1 0 0 0 0 0 0 0 1

26 (2200 ~ 23:00 0 0 0 0 0 0 0 0 0 0 0 0 0 0

26 2300 ~ 24:00 0 0 0 0 0 0 0 0 0 0 0 0 0 0

27 |Total 0 0 9 0 0 33 18 13 0 0 0 12 20 105

28

29 -
W 4 v ]y warning_statistics_export | « i »

NOTE:
e Warning codes vary based on settings in the Warning/Notice Message window refer to
Section 6.2.14.

o All statistics are enabled if the Statistics Operation option in the Property screen is set to Yes,
refer to Section 6.2.11.

6.2.26.12 Call Statistics
The Call Statistics screen shows the call log for each UCS Client on daily or monthly basis. You can

select to view All User or Selected User data as well as daily or monthly information. In the daily
display, data is arranged hourly and in the monthly display, data is arranged daily. In addition, if
Hide rows that have no data is selected, the applicable rows are not displayed.
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£ Call Statistics

AllUsers () Search User

Daily © Monthly [2008-04-08 | 75| [ auery | [¥] Hide rows that have no data
08:00 ~ 09:00 3 13
09:00 ~ 10:00 1 o ] o 1
10:00 ~ 11:00 2 2 n] 1

14:00 ~ 15:00 ] 3 9 2 14
15:00 ~ 1&6:00 1 o [} o i
16:00 ~ 17:00 ] o =} o [
17:00 ~ 18:00 1 23 3 o 27
15:00 ~ 19:00 10 10 ] o 20
19:00 ~ 20:00 28 29 0 1 58
20:00 ~ 21:00 15 15 n] 0] 30
Total &1 89 24 Fd 181

Export

All Users/Daily

== Call Statistics

AllUsers () Search User

© Daily @ Montniy [2008-04-08 | [TE] [ query | [¥] Hide rows that have no data
1 5 8 o 3 16
2 g 53 16 [ 93
3 12 40 ] 1z B4
4 3 20 ] 17 40
1) 10 20 ] 1 31
7 5 16 o 5 27
B 61 =3 24 F 181
9 1 2 4 4 11
10 4 4 ] ] 8
14 13 17 1 4 35
15 1 [ ] 5 1z
Total 124 285 45 a4 518

Export

All Users/Monthly
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6.2.26.13 Feature Usage Statistics

The Feature Usage Statistics screen shows the number of times each feature was used on a daily or

monthly basis. You can select to view All Users or Search User data as well as daily or monthly

information. In the daily display, data is arranged hourly and in the monthly display, data is arranged

daily. In addition, if Hide rows that have no data is selected, the applicable rows are not displayed.
= Feature Usage Statistics
@ allusers (O Search User
@) Daily ) Monthly |:i‘f'f'f-">-'34-':'S |H [ Query ] Hide rows that have no data
rne o [orarimo [ eiie sen weo ran | viaeo rocan
00:00 ~ 0L1:00 123 5 0 0 0 135
01:00 ~ 0Z:00 z 0 0 0 0 2
08:00 ~ 03:00 10 i 1 3 i 18
09:00 ~ 10:00 53 0 3 0 z 74
10:00 ~ 11:00 56 0 4 2 4 76
11:00 ~ 12:00 & 0 0 0 0 3
12:00 ~ 13:00 o 0 0 0 4
13:00 ~ 14:00 2 0 0 0 0 2
14:00 ~ 15:00 10 0 0 0 0 10
15:00 ~ 16:00 4 12 0 0 0 16
16:00 ~ 17:00 18 0 0 0 0 18
17:00 ~ 18:00 z0 0 0 0 0 20
18:00 ~ 13:00 16 0 0 0 14 30
19:00 ~ 20:00 53 0 0 0 54 117
20:00 ~ 21:00 z0 0 0 0 20 &0
Total 439 20 14 5 110 g8

All Users/Daily
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ik Feature Usage Statistics

@ allusers ) Search User

©) Daity @ Wonthly |2008-04-08 | 2] [ auery | [7] Hide rows that have no data

1 10 z & 8 41 &7
z 10 8 1z 7 10 47
3 4 2 o 0 4 10
4 62 o a0 0 52 204
& 78 8 26 E 18 435
7 163 & 16 ) 4 198
B 439 z0 14 5 110 588
10 260 o 4 0 13 283
14 10 & o 1 g 25
15 4 z z 0 o 8
16 z 0 1 0 1 F
Total 1042 54 171 335 267 1869

All Users/Monthly

6.2.26.14 ICR Result Statistics
The ICR Result Statistics screen shows the number of incoming calls routed with ICR and the

routing result on daily or monthly basis. You can select to view All Users or Search User data as
well as daily or monthly information. In the daily display, data is arranged hourly and in the monthly
display, data is arranged daily. In addition, if Hide rows that have no data is selected, the applicable
rows are not displayed.

& ICR Result Statistics

@ allUsers () Search User

@ Daiy ) Monthty |2008-06-08 | 72| [ auery | [¥] Hide rows that have no data

o 1

0B:00 ~ 09:00 1

13:00 ~ 14:00 9 ) 11
14:00 ~ 15:00 9 u} 9
Total is n] 21

All Users/Daily
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%2 ICR Result Statistics

@ allUsers () Search User

© Daily @ Monthly |2008-04-08 | 75| [ auery | [¥] Hide rows that have no data

2 10 3 19

3 L= 15 28

7 1 0 1

= 19 0 21

Total E1 28 [ )
Export

All Users/Monthly

6.2.26.15 Login Count Statistics
The Login Count Statistics screen shows the number of login counts for each user on daily or

monthly basis. You can select to view All Users or Selected User data.

& Login Count Statistics

() AllUsers @) Search User |user |[ search | © Daity © Monthly [2008-04-18 | [ [ uery |
User ID Name Count
ucuser3 UCs User 3 192
ucuser1s UCS User15 134
ucuseri UCS User1 106
ucuserd UCS User4 i7
ucuserd UCS User9 62
Lcuser2 UCs User2 58
ucusers UCS Userd 36
ucuser13 UCS User13 33
ucuseril UCS User 10 24
ucuserid UCS User 14 21

HE

Searched User/Monthly

NOTE: Information is arranged in order by login counts.
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6.2.27  Download Client Program
The Download Client Program window provides requirement notes and recent changes in the iPECS

UCS Client application. This page is also used to download the iPECS UCS Client software from the

UCS Server.

To download, perform the following steps:
1. Click Client Download; a copy of the file is downloaded to the PC.
2. Once downloaded, install as described in the iPECS UCS Client Installer & User Guide.

& Download Client Program

Client Install Pacakge

Install Motes & Windows 2000, or Windows XP ig reguired. Windows NT/S5/92 are not supported.

& Recommended system requirements:
- Pentium I Processor 2.3 GHz

- 25568 RAM

- Min 200ME Free HDD Space

Client Download [ Client Download

Revision & v1.00:
- 13t Releaze
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7. Trouble Shooting

7.1 Windows Firewall Settings
Windows Firewall is a built-in, host-based, stateful firewall that is included in Windows Vista, Windows
Server 2008, Windows XP with Service Pack 2 and later, and Windows Server 2003 with Service Pack 1
and later. Windows Firewall drops incoming traffic that does not correspond to either traffic sent in
response to a request of the computer (solicited traffic) or unsolicited traffic that has been specified as
allowed (excepted traffic). Windows Firewall helps provide protection from malicious users and
programs that rely on unsolicited incoming traffic to attack computers.

The firewall may block a program or a service if the following conditions are true:
e Server process does not respond to a Client request.
e A Web server, such as Internet Information Services (11S) responds to client requests.

A Windows Security Alert notifies you that the firewall is blocking a particular program.

*= Windows Security Alert E|

w JIBES help protect your computer, Windows Firewall has blocked
some features of thiz program.

Do you want to keep blocking thiz program?

| E I arne: UCDiag5erver
-E—-I Publizher:  Unknown

K.eep Blocking ] [ [Inblock ] [ Azk Me Later

Windows Firewall has blocked thiz program from accepting connections from the
Internet or a netwaork. | pou recognize the program or trugt the publisher, you can
unblock it. “hen should | unblock & program?

When this occurs, you may unblock the program by selecting Unblock, which creates a temporary
exception.

You can configure the firewall to add a permanent exception for specific ports and programs. When you
add a program to the exception list, you enable the firewall to open a range of ports that could change
every time the program is run. To add a program exception, perform the following steps:

1. Use an Administrator account to log on to the PC.

2. Inthe Control Panel, click on Windows Firewall.
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3. Click the Exceptions tab.

4. On the Exceptions screen, click on Add Program.

5. Inthe list of programs, click the name of the program to unblock, then click OK.
If the name of the desired program is not in the list, click Browse to locate the program, and then
click OK.

6. Verify the program runs successfully without being blocked.

If you do not resolve the issue by adding a program to the exception list, you can add ports manually. To
do this, you must first identify the ports that are used by the program. A reliable way to determine port

usage is to use the Netstat.exe tool.

To add a port exception, perform the following steps:
1. Use an Administrator account to log on.
In the Control Panel, click on Windows Firewall.
Click the Exceptions tab, then click Add Port to display the Add a Port dialog box.
Type a descriptive name for the port exception and the port number required, then select either the
TCP or UDP protocol.
Click Change Scope.
View or set the scope for the port exception, and then click OK.
Click OK to close the Add a Port dialog box.
Verify that the port settings are correct for your program, test the program.

P wwn

© N o o

To allow incoming access from the UCS Client on TCP port 80 for an XP SP2 machine running as an
intranet web server in a workgroup environment:
1. Use an Administrator account to log on.
2. Inthe Control Panel, click on the Windows Firewall.
3. Click the Exceptions tab, then click Add Port.
4. Type a descriptive name for the new exception and specify TCP port 80 (shown) to open the port
for unsolicited inbound traffic:
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Add a Port X

Ilze theze settings to open a port through YWindows Firewall. To find the port
nurmber and protocol, congult the docurmentation for the program or zervice you
want to use.

Name: |"Web Server [TCP 80]
Part number; |30

®T1CFP (O UDP

“Wwhat are the righs of opening a port?

5] [l

7.2 External Firewall Settings

Firewall policies are instructions your firewall uses to decide what to do with a connection request.
When the firewall receives a connection request in the form of a packet, it analyzes the packet to extract
the source address, destination address, and service (by port number). For the packet to be connected
through the firewall, the source address, destination address, and service port number of the packet must
match a firewall policy. The policy directs the firewall action on the packet.

If your network is protected from the Internet by a firewall and you want to establish connections
between iIPECS UCS Server and remote iPECS UCS Client via the Internet, you must ensure that the
firewall is configured in order to allow the following UCS service port number:

e 80 (TCP)-HTTP Service

e 25060 (UDP) - SIP Signaling

e 25058,25059 (TCP) - Gateway Relay Session

o 25056,25057 (TCP) - Chatting Session

If you are not your network's administrator, notify the administrator that your network must allow the
above ports for proper operation of iPECS UCS Server.
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Appendix A — Log Messages

Msg Message Default ~ Supplementary Information

Code Category

1001 Server Process Started Notice PROCESS NAME

1002 Server process Stopped Warning PROCESS NAME

1003 Server Process No Answer Warning PROCESS NAME

1101 PBX System Connected Notice SITE NAME, IP ADDRESS, SYSTEM TYPE

1102 PBX System No Answer Warning SITE NAME, IP ADDRESS, SYSTEM TYPE

1103 Presence Service Started Notice SITE NAME, IP ADDRESS, SYSTEM TYPE

1201 ICR Routing Result Notice CALLER NUMBER, CALLED NUMBER, DESTINATION NUMBER
CAUSE, CALLER NUMBER, CALLED NUMBER, DESTINATION

1202 ICR Routing Fail Report Warning
NUMBER

1203 Invalid ICR Request Warning CALLER NUMBER, CALLED NUMBER, DATE_TIME

1301 UCS Client No Answer Warning USER, IP ADDRESS

1302 UCS Client Re-Login Warning USER, IP ADDRESS (BEFORE), IP ADDRESS (AFTER)

1303 UCS Client Login Notice USER, IP ADDRESS

1304 UCS Client Logout Notice USER, IP ADDRESS

1305 UCS Client Login Fail Warning USER ID, IP ADDRESS, CAUSE

1311 Inbound Call Log Notice DATE_TIME, USER ID, DESTINATION NUMBER

1312 Outbound Call Log Notice DATE_TIME, USER ID, DESTINATION NUMBER, CO LINE NUMBER

1314 IM Event Log Notice DATE_TIME, USER ID, PEER ID

1315 Sharing Event Log Notice DATE_TIME, USER ID, PEER ID

1316 File Sending Event Log Notice DATE_TIME, USER ID, PEER ID

1317 Web Push Log Notice DATE_TIME, USER ID, PEER ID

1318 Video Log Notice DATE_TIME, USER ID, PEER ID

1320 File Receive Event Log Notice DATE_TIME, USER ID, PEER ID, FILE NAME, FILE SIZE

1321 SMS Send Event Log Notice DATE_TIME, SENDER, RECEIVER

1322 SMS Receive Event Log Notice DATE_TIME, SENDER, RECEIVER

1323 Note Send Event Log Notice DATE_TIME, SENDER, RECEIVER

1324 Note Receive Event Log Notice DATE_TIME, SENDER, RECEIVER

1325 Missed Call Log Notice DATE_TIME, USER 1D, DESTINATION NUMBER

1326 Admin Message Log Notice DATE_TIME, RECEIVER, SUBJECT

1327 Whiteboard Event Log Notice DATE_TIME, USER ID, PEER ID

1328 Desktop Sharing Event Log Notice DATE_TIME, USER ID, PEER ID

1329 Video Presentation Event Log Notice DATE_TIME, USER ID, PEER ID
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Msg
Code

1330
1401

1402
1403
1404
1501
1601
1602
1701
1702
1801
1802
1803
1804
1805

1806

Message

Remote Monitoring Event Log
Chat Room Created

Chat Room Deleted

Enter Chat Room

Exit Chat Room

Voice Network Code Mismatch
DB Table not Exist

DB View not Exist

Call Connection Fail

Desktop Phone Number Mismatch
Schedule Folder Created
Schedule Folder Deleted
Schedule Folder Name Changed
Schedule Item Created
Schedule Item Deleted

Schedule Item Contents Changed

Default
Category

Notice
Notice

Notice
Notice
Notice
Warning
Warning
Warning
Warning
Warning
Notice
Notice
Notice
Notice
Notice

Notice

Supplementary Information

DATE_TIME, USER ID, PEER ID

TYPE, CREATOR, ROOM NAME, SUBJECT, ACCESS TYPE, MEMBER
COUNT

TYPE, OPERATOR, ROOM NAME

TYPE, MEMBER, ROOM NAME

TYPE, MEMBER, ROOM NAME

SITE NAME, IP ADDRESS, VN CODE (DB), VN CODE (PBX)
TABLE NAME

VIEW NAME

USER, DESKTOP PHONE NUMBER, CAUSE

USER, DESKTOP PHONE NUMBER, CONNECTED NUMBER
NAME, CREATED BY

NAME, DELETED BY

OLD NAME, NEW NAME, CHANGED BY

FOLDER, SUBJECT, CREATED BY

FOLDER, SUBJECT, DELETED BY

FOLDER, SUBJECT, CHANGED BY
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